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® High-level overview of testing options

® Native iOS apps, with some browser
component

® Unit tests
® |ntegration tests

® Penetration tests

Monday, 25 March 13



Unit Tests

® OCUnit built into

Xcode
® Reasonable GUI Test-Driven 10S
Integration as of v4 Development

® Baroque and outdated
syntax
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Y BrowseOverflow.xcodeproj

BrowseOverflowTests  iPhone 6.1 Simulator — Finished testing BrowseOverflowTests on iPhone 6.1

Scheme Breakpoints
@ A = » - { ) v \ Test BrowseOverflowTests : 13:30:55

LT E—
Recent All Messages | Errors Only Quick Help

) Run test suite All tests

A Build BrowseOverflowTests
Y™ 25,02/2013 133 All tests did not finish

» Run test suite /Users/lamieeg/Library/Developer/Xcode /Derived Data/BrowseOverfiow-eswimwoksvijuujdonaaeyncxigxo/Bulld /Products /Debu

fUsers/lamlieeg/Ubrary/Developer/Xcode /DerivedData/BrowseOverflow-eswimwoksvjuujdonaaeyncxfgxo/Build /Products/Debug-iphonesimu

) Run test suite TopicTableDataSource
TopicTableDataSourceTests did not finish

¥ ¥ Run test case testOneSectioninTheTableView
Test Case '-[TopicTableDataSourceTests testOneSectionInTheTableView]' started.
testOneSectionInTheTableView did not finish

testOneSectioninTheTableView did not finish

Unit Testing Complete 25/02/2013 13:30

4 warnings

D {}] & =

4] Object Library

o
o

Push Button - Inercepts mouse-down
events and sends an action message a
target object when it's clicked or

Cradient Button - Intercepts mouse
down events and sends an action
message to a target object when it's

Rounded Rect Button - Intercepts
mouse-down evenlts and sends an
action message to a target object
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_1 BrowseOverflow.xcodeproj m TopicTableDataSourceTests.m

eOverflowTests on iPhone 6.1 Simulat
m BrowseOverflowTests ' iPhone 6.1 Simulator - . ' -

Swop Scheme Breakpoints

~ & H - ™ =] - | BrowseOverflow BrowseOverflowTests © m! TopicTableDataSourceTests.m '] ~testOneSectioninTheTableView

BrowseOverflowTests

1 ! TopicTableDataSourceTests Qack e

TopicTableDataSource *dataSource;
NSArray *topicslList;

)setUp {
dataSource = [[TopicTableDataSource alloc] init]);
Topic *sampleTopic = [[Topic alloc] initWithName:
topicsList = [NSArray arrayWithObject: sampleTopic];
Thread 3 [dataSource setTopics: topicslList];

'

Thread 4 WebThread

) tearDown {
dataSource =
topicslist =

Thread 5
Thread 6 comapple NSURLConn

Thread 7
) testOneTableRowForOneTopic {
Thread 8 STAssertEquals((NSInteger) [topicsList count], [dataSource

ere’'s « L i re

Thread 9

Thread 10 X
)testTwoTableRowsForTwoTopics {

Thread 11 com.apple.CFSocket.p Topic *topicl = [[Topic alloc] initWithName: @"Mac 0S X" tag:

Topic *topic2 = [[Topic alloc] initwithName: @"Cocoa" tag:
Thread 12 JavaScriptCorezBlockFree NSArray *twoTopicsList = [NSArray arraywithObjects: topicl, topic2,
[dataSource setTopics: twoTopicsList];
STAssertEquals((NSInteger) [twoTopicsList count]), [dataSource tableVi
Thread 14 JavaScriptCoresMarking should be two row 1 the table f two topics");

Thread 13 JavaScriptCorexMarking

Thread 15 JavaScriptCorezMarking
v )testOneSectionInTheTableView
Thread 16 STAssertThrovls([dataSourcc tableView: nil numberOfRowsInSection: 1), @"Data source doesn't allow asking about
additional sections®™);

)tcstoataSourcoCo'llCroat*lonExpoctsOnoSochon (
NSIndexPath *secondSection = [NSIndexPath indexPathForRo ® inSection: 1);
STA::crtThrow,([dataSouru: tableView cellForRowAtIndexPath: secondSection],

t . ex : yect . » D

4| Object Library - 80 L=
)testDataSourceCellCreationWillNotCreateMoreRowsThanItdasTopics {
NSIndexPath *afterlLastTopic = [‘.".1- dexPath indexPathForRow: [topicsList count] inSection: | Push Button - Intercepts mouse-down

STAssertThrows([dataSource tableView cellForRowAtIndexPath: afterLastTopic], events and sends an gc: ON Message toa
e r P — . target object when it's clicked or

~ 3 : v BrowseOverflowTests » ¥ Thread 1 D ~-[TopicTableDataSourceTests testOneSectioninTheTableView] Cradient Button - Intercepts mouse
down events and sends an action
All Output + Clear (IL] H8 (B message to a target object when it's
opiclab ource.ni 4
Test Case '~[TopicTableDataSourceTests Rounded Rect Button - Intercepts
dataSource = (TopicTableDataSource *) 0x07493390 tutM.swPMIICM“MIWCMQ“WTMIW‘Topiu] ' mouse-down events and sends an
passed (0.000 seconds). action message to a target object
Test Case '~[TopicTableDataSourceTests
testOneSectionInTheTableView] ' started.
(1ldb)

self = (TopicTableDataSourceTests *) 0x10330¢




@implementation StackOverflowCommunicatorTests

(void)setUp {
communicator = [[InspectableStackOverflowCommunicator alloc] init];

(void)tearDown {
[communicator cancelAndDiscardURLConnection];

(void)testSearchingForQuestionsOnTopicCallsTopicAPI {
[communicator searchForQuestionsWithTag: @"1io0s"];
STAssertEqualObjects ([ [communicator URLToFetch] absoluteString], @"http://
api.stackoverflow.com/1.1/search?tagged=1os&pagesize=20", @"Use the search API to find
questions with a particular tag");

}

@end
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https://github.com/philSquared/Catch

“CATCH stands for C++ Automated Test Cases in Headers
and is a multi-paradigm automated test framework for C, C++
and Objective-C. It is implemented entirely in a set of
headers, but is packaged up as a single header for extra
convenience.”

Monday, 25 March 13


https://github.com/philSquared/Catch
https://github.com/philSquared/Catch

TEST_CASE("parser/API", "Design the public interface for the parser")

{
FZASourceParser *parser = [FZASourceParser new];
SECTION("acceptableIO", "Accept unparsed, generate parsed targets")
{
TestBuildTarget *target = [TestBuildTarget new];
id <FZABuildTarget> output = nil;
target.parsed = YES;
CHECK_THROWS (output = [parser parse: target]);
CHECK (output == nil);
target.parsed = NO;
CHECK_NOTHROW (output = [parser parse: target]);
CHECK([output conformsToProtocol: @protocol(FZABuildTarget)]);
CHECK([[output name] 1disEqualToString: [target name]]);
CHECK([output 1isParsed] == YES);
[target release];
}
[parser release];
ks

TEST_CASE("parser/run", "Run through the test project and see what we find")
{
FZASourceParser *parser = [FZASourceParser new];
FZAXcodeProject *project = [[FZAXcodeProject alloc] initWithProjectFolder:
@"TestProject.xcodeproj"];
1d <FZABuildTarget>parsedTarget = [parser parse: [project targetAtIndex: 0]];
REQUIRE (parsedTarget != nil);
CHECK([parsedTarget countOfFunctions] == 1);
[project release];
[parser release];
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It’s not a “‘unit test’’
framework...

® .. .it's a framework for running tests

® ...and for reporting test results

® |ntegration tests, whole-app tests




Calabash

® https://github.com/calabash/calabash-ios

® http://calaba.sh

® BDD-style spec format for tests

® Automatic runner/reporter



https://github.com/calabash/calabash-ios
https://github.com/calabash/calabash-ios
https://github.com/calabash/calabash-ios
https://github.com/calabash/calabash-ios

S calabash-
170S console

> query ("label") iPhone
(o] { Cocoa Touch
"rect" => { .
"center_y" => 261.5, UIKit
"width" => 300, o
"center_x" => 160, Objective-C
"height" => 43,
"x" => 10, Xcode
llyll => 24@
s
"frame" => {
"width" => 300,
"height" => 43,
HXII => lG)’
Ilyll => o
s

"description" => "<UILabel: 0x72f0920;
frame = (10 03 300 43); text = '"iPhone';
clipsToBounds = YES; userInteractionEnabled =
NO; layer = <CALayer: 0x72f09bO>>",

"UIType" => "UIView",
"class" => "UILabel"

s
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S calabash-
170S console

> tOUCh (que ry( "-Labe-l_ Animauhed‘GrI]Flmageasasplash
screen in iphone
marked:'iPhone'"))

NISHAN gp

How to use WSDL generated .java
files (in android)

E Yogesh Lolusare

UISwitch still slightly visible in
UlTableViewCell after table editing is
complete

iWasRobbed
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Given I am on the Welcome Screen
Then I choose the section i1Phone
And take picture

Then "I choose the section $section" do |[section]
touch("view label text:'#{section}'")
end
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Profile 'BrowseOverflow'

Monday, 25 March 13

Choose Trace Template or Existing Document:

l iOS Simulator

S

Memory
CPU
File System

l User

All

Document

Open
Recent

Allocations

/2N

Zombies Time Profiler System Trace

‘E!. Automation

Activity Monitor

w8 v e
L

(L

Automation

This template executes a script which simulates Ul interaction for an iOS application
launched from Instruments.




var target = UIATarget.localTarget();
var app = target.frontMostApp();

var window = app.mainWindow() ;
target.logElementTree() ;
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Instruments

™ BrowseOverflow - D) G 00:00:02 e

"/ o/ < Run 1 of 1

Record Target Inspection Range ' Library Search

 § 1 | | | 1 1 !  § | | ! | . | I T 1 1 | 1  § T 1 1 | I |
Instruments 00-0¢ o010 0920 lod:-30" ' 0040 00:$0 0}-00 041 0120 Extended Detal

i

W Automation == Editor Log
Status Index Timestamp Log Messages Log Type

Script is stopped 16:08.:48 CMT The target application appears to have died

Scripts 16:09:04 CMT UIATarget: name iPhone Simulator rect:{{0, O}, {320, 480} Debug

New Script 2 16:09:04 CMT UlAApplication: name BrowseOverflow rect {{0, 20}, {320, 460} Debug
16:09:04 CMT UIAWindow: rect:{{0, 0}, (320, 480)) Debug
Add Remove 16:09.04 CMT » UIANavigationBar. rect.({0, 20], {320, 44)) Debug
16:09.04 CMT v UIATableView: name. Empty list value.rows 1 to S of S rect:{{0, 64}, {320, 416}} Debug

Script Options
___ 16:09:04 GM1 UIATableCell: name:iPhone rect:{l0, 64}, {320, 44} Debug

o Run on Record 16:09:04 GMT UIAStaticText: name:iPhone value iPhone rect:{{0, 64}, (320, 44)} Debug
Logging 1 16:00.04 CMT » VIATableCell: name:Cocoa Touch rect:{{0, 108}, 1320, 44)) Debug
Continuously Log Results 16:09.04 CMT » UIATableCell: name:UIKit rect:{{0, 152}, {320, 44}} Debug
16:09.04 CMT » UIATableCell: name Objective-C rect {{0, 196}, {320, 44} Debug

Export Traced Results 16:09.:04 CMT UVIATableCell: name:Xcode rect{{0, 240}, {320, 44}} Debug

16:09.04 CMT UIAWindow: rect ({0, 0}, (320, 480)) Debug
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Instruments

? M BrowseOverflow D) C 00:00:02 ¢ | mp=Nn) D

b < Run 1 of 1

Record Target Inspection Range View Library Search

Instruments 00-00 | Y- 20 - w30 ' "' " lobdo ' U " T lol 20 Extended Detal

W Automation == Editor Log

Status Index & Timestamp Log Messages Log Type
Script is stopped 16.08.48 CMT The target application appears to have died

Scripts 16:09:04 CMT UIATarget: name:iPhone Simulator rect:{{0, O}, {320, 480} Debug
New Script 16:09:04 CMT UlAApplication: name BrowseOverflow rect {{0, 20}, {320, 460} Debug
16:00:04 CMT UIAWindow: rect:{{0, 0}, (320, 480)) Debug
16.09.04 CMT » UIANavigationBar. rect.({0, 20], {320, 44)) Debug
16:09.04 CMT — - - " Debug
16:09:04 CMT VIATabIeCell: nameiPhone rect{i0, 64}, {320, 44} Debug
¥l Run on Record 16:09:04 GMT UlAStaticText: name:iPhone value:iPhone rect:{{0, 64}, {320, 44)} ‘ Debug

Logging 1 16:00:04 CMT = ! : . - Debug

Add Remove

Script Options

Continuously Log Results 16:09.04 CMT » UIATableCell: name UIKit rect:{{0, 152}, {320, 44}} Debug
16:09.04 CMT » UIATableCell: name.Objective-C rect {{0, 196}, {320, 44} Debug
Export Traced Results 16:09.:04 CMT » VIATableCell: name Xcode rect{{0, 240}, {320, 44}} Debug
16:09.04 CMT UIAWindow: rect ({0, 0}, (320, 480)) Debug
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var target = UIATarget.localTarget();
var app = target.frontMostApp() ;

var window = app.mainWindow() ;

var tableView = window.tableViews()[0];
var i1PhoneCell = tableView.cells()
["1Phone" | ;

iPhoneCell. tap() ;

WWDC 2010 Session 306: Automating Ul Testing

with Instruments
Monday, 25 March 13 s



Testing app-bundled |S




€9 file:///Users/leeg/Documents/Agant /ankh-morpork/Compleat¥20Ankh-Morpork/Credits_en_GB.hml

st s v ) THE ANKH-MORPORK
MAP

—— 04

Welcome to Ankh-Morpork - city of a thousand surprises!
We offer up this guide to our vibrant metropolis for your
information and delight.

Pinch to zoom and pan around two detailed maps of the
city

Discover more about the businesses, services and
landmarks
of our fair city by tapping on their icons

Navigate your way around using the searchable directory
and street index

= DIEDQAQAA=m 8 ll-] Credits_en_CB.html DOM Tree ! body div.paper div.papercontent div.crest [ ' DIO () =

Type

closeButton@2x.png /> MIME Type text/htmi

credits_book.png i COpPacaing o $on Document
v credits_ibookstore@2x.png Location
i credits.css Full URL File:///Users/leeg/Documents/Agant
ankh-morpork /ComplearX20Ankh
Morpork/Credits en CB htmi
Scheme file

Path /Users/leeg/Documents/Agant/ankh
morpork/Compleat®20Ankh-Morpork/
Credits_en_CB.mml

Filename Credits_en CB.html

Query Parameters

Request Headers
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&} (] Wed 10:22 leeg

File Edit Editor Product

About Xcode

View Navigate

1 Simulator Build Succeeded

Preferences %,

Behaviors >
// UserBuilder.m

& Instruments

# i0S Simulator

=3 Printer Simulator

w4 Accessibility Inspector
FileMerge

® Application Loader

JPpen vew er 100

Services » " 09/05/2011.

s Ltd. ALl rights reserved.

Hide Others

Quit Xcode

ST, or eveloper Too Bry:
AnswerBuilder.h s

(NSDictionary =) ownerValues {

AnswerBuilder.m NSS1 g savatarURL = [NSString stringWithFormat: t ' 1V . ' , owmerValues| 1);
Person sowner &= [[Person alloc] initWithName: name avatarLocation: avatarURL];
UserBullder.h . owner:
’

CravatarCommunicator.h
CravatarC municatorDelegate.h
WNCator.n

AvatarStore.h

AvatarStore.m
BrowseOverflowViewController.h
BrowseOverflowViewController.m
BrowseOverflowViewController. xib

TopicTableDataSource.h

|
TopicTableDataSource.m
QuestionListTableDataSource.h
QuestionListTableDataSource.m
QuestionSummaryCell.h
QuestionSummaryCell.m

QuestionSummaryCell.xib

QuestionDeta
QuestionDeta
QuestionDeta

QuestionDeta

DataSource.h
DataSource.m
Cellh

Cellm

m

QuestionDetaiiCell xib
AnswerCellh

I.m

|.xib

erfiow. . tConfiguration.h

BrowseOverflow.. Configuration.m

BrowseOverflowTests

Testing Categories

Mocks, Fakes Stubs
InspectableSta.. ommunicator.h
InspectableSta.. mmunicator.m
MockStackOve.. agerDelegate.h
MockStackOve .. gerDelegate.m

v N ESracvNue :




File Edit View Navigate Editor Product : =} (] Wed 10:22 leeg

About Xcode

1 Simulator Build Succeeded

Preferences %,

Behaviors >

// UserBuilder.m
Jpen Dew er 10C 2 Instruments

Services > # iOS Simulator " 09/05/2011.
s Ltd. ALl rights reserved.

=3 Printer Simulator
Hide Others . o Accessibility Inspector
FileMerge

® Application Loader
Quit Xcode

~—eeemtmm————— yre Developer Too ary: (NSDictionary ») ownerVelues {

AnswerBuilder.h . s / 1;

AnswerBuilder.m NSS1 g savatarURL = ing stringWithFormat: t et ' . T , owmerValues| 1);
Person sowner = [[Persi Yloc] initwithName: name avatariocation: avatarURL];
UserBuilder.h § owner:
’

CravatarCommunicator.h
CravatarC municatorDelegate.h
WNCator.n
AvatarStore.h
AvatarStore.m
BrowseOverflowViewController.h
BrowseOverflowViewController.m
BrowseOverflowViewController. xib

TopicTableDataSource.h

|
TopicTableDataSource.m
QuestionListTableDataSource.h
QuestionListTableDataSource.m
QuestionSummaryCell.h
QuestionSummaryCell.m
QuestionSummaryCell.xib
QuestionDetaiiDataSource.h
QuestionDetaiiDataSource.m
QuestionDetaiiCell h
QuestionDetaiiCell.m
QuestionDetaiiCell xib
AnswerCellh
I.m
L.xid
rerfiow. . tConfiguration. h
m BrowseOverflow.. Configuration.m
BrowseOverflowTests
Testing Categories
Mocks, Fakes Stubs
InspectableSta. . ommunicator.h
InspectableSta.. mmunicator.m
MockStackOve.. agerDelegate.h
MockStackOve .. gerDelegate.m
v N ESracvNue :




This package includes tools for developing for specific hardware and external

devices. These tools were formerly bundled in the Xcode installer, and include:
PacketLogger, IOReqistryExplorer, Bluetooth Explorer, and the Network Link

Conditioner pane for System Preferences. Tools in this package support running on
OS X Mountain Lion.
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work link condit r::"e'{

- & M B @ o @ 8

Cenera Desktop & Mission Language Security Spotlight Notifications
Screen Saver Control & Text & Privacy

Hardware

. = Q

CDs & DVDs Displays Energy Keyboard rackpad Print & Scan Sound

Saver

Internet & Wireless

o ©@ e O

Cloud Mall, Contacts Network Bluetooth
& Calengars

System

i\‘ o ‘ {’(- QJ A @ w

~

Parenta Profiles Date & Time Software Dictation Time Machine Accessibility
Controls Update & Speech

Startup Disk

Other

-

Flash Player Ne¢ nk TeX
Distribution




Network Link Conditioner

Show All Lwork link conditioner

Profile: | 3G, Lossy Network

DNS Delay: None

‘ Downlink Uplink
Network Link Bandwidth: 780 kbps Bandwidth: 330 kbps
Conditioner Packets Dropped: 1% Packets Dropped: 0%

Delay: 100 ms Delay: 100 ms
OFF | | ON

il
¢ | Click the lock to prevent further changes. Manage Profiles...

+f
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- [UIWebView
stringByEvaluatingJavaScriptFromString: |
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n@

Contacts Game Center Newsstand

>

Passbook
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https://www.owasp.org/index.php/
|OS_Developer_Cheat_Sheet

Monday, 25 March 13


https://www.owasp.org/index.php/IOS_Developer_Cheat_Sheet
https://www.owasp.org/index.php/IOS_Developer_Cheat_Sheet
https://www.owasp.org/index.php/IOS_Developer_Cheat_Sheet
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