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DevOps Is Hitting The Financial Services Industry

2014 - Media 2015 - Retail 2016 — FS & Insurance
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) Teams nSpeco Backlog Configure

QUICKFILTERS:  Product  Recently updated  Only my iss
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Allissues
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Large Team Support
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Take Sur
Number: CHG30011 Not Yet Requested
Service Desi

o fardware Hardware
Incigent A‘*Sgnmcn’ group Hardware
Comprehensive
Open

Moderate

Probie Configuration item
Change Requested by’
Priority:

Short description
Description: ¥

Set up a new server for Development
New Server Request

Release

Configuration

Sarvice Catak
= Work notes:

Knowledge Base

Asset Portfolio

Assot Contracts

Reports

What | Really Do




Development Team 1 App Support Team 1

T _————

Development Team 2 App Support Team 2
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o Team

Development Team 3 DBATeam

Development Team 4 oo Network Tean
XJIRA

Development Team 5 SerV|Cenww Wintel Team

Development Team 6 - Mobile Unix Team

Development Team 7 - Vendor Intrastructure
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S1x Weekly Release Cycle

How We Spent Our Time How We Spent Our Development Time

Preparing for release
30%

Feature requests
25%

Regulatory changes
25%

Weriting new code

50%

Mandatory Maintenance
upgrades 25%
25%

Cleaning up after
release
20%

12.5% Of Total Time For Innovation
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DevOps in a Nutshell — bringing down the walls!

\ 3
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Development Operations Development Operations

E sendachi

Improving the collaboration between the traditionally
siloed development and operations functions

An extension of agile software development. Agile as
very development focussed, but often moved the
bottleneck downstream

Want to continue agile principles such as automated

testing in the sprint to bring operational concerns
forward and automate our infrastructure

sendachi.com




Version Control Bk Tools ‘Continuous Integration Tools TestFrameworks
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PERIODIC TABLE OF DEVOPS TOOLS (v1)

Os Open Source

Fr Free
Fm
Pd Paid

En

Gr

Gradle

Freemium

Enterprise

23

Mr

Meister

Repo Mgmt

&

Build

Xebial.abs

Deliver Faster

Testing

Deployment

Config/ Provisioning ('

Containerization

Cloud/ laas / Paas

Release Mgmt

€
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Bl / Monitoring
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Jenkins

25
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Logging

Tr

Travis Cl
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Ar

Archiva

Security
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Docker
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15
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Deployment
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Kubernetes
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41
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Cucumber
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Cucumberjs
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Qunit

49 Fr
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Capistrano

50 Fr
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51

Rd

Rundeck
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53 Fr
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QuickBuild
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Build
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Deploy
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XL Release
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LuntBuild
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BMC Release
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Release
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Benefits

More efficient pipeline from

developer top to production
££- /_\ e
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Half of the world's banks set to fall
by the digital wayside - BBVA Fintech Growth Poised to Disrupt

04 February 2015 | 39797 views | 5 B Ba n ki n g I n d UStry

January 7, 2016 | Subscribe to The Financial Brand for Free
g Twitter n Facebook ﬁ LinkedIn @ Email Print " 0 Comments

It is time for banks to take the fintech movement seriously as
adoption of fintech could double among digitally active consumers

Up to half of the world's banks will disappear through the in 2016.
cracks opened up by digital disruption of the industry,
forecasts BBVA chairman and CEO Francisco Gonzalez.
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Frequency Of Bank Visits Among US Millennials

Who Use Bank Branches*
38%
26%
10% 10%
. . : i
Do not visit Less than 1 visit 1 visit per 2 visits per 3 visits per 4 or more visits
per month month month month per month

*Millennials who use bank branches to perform activities other than using an ATM.
Source: 8l intelligence Digital Banking survey, Q3 2015. n=1,500
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Top reasons consumers
adopt fintech solutions

Easy to set up an account

More attractive rates/fees
15.4%

Access to different products and services
12.4%

Better online experience and functionality
11.2%

Better quality of service
10.3%

More innovative products than available from traditional bank
5.5%

Greater level of trust than the traditional institutions

| FEY

Source: Ernst & Young © December 2015 The Financial Brand
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STRATEGY

“DevOps Is Not A Culture —It’s A Concrete Activity”
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Cross Functional Teams

Cross Functional Dev/Ops Team

Agile Team

Developer Developer Developer Tester Tester Sysadmin DBA Middleware

- = :
— sendachi sendachi.com




Team Makeup (Before)

Engineers5 ﬂ Engineers2 ﬂ Engineers3 ﬂ Engineersﬂ

Unix Wintel Sysadmin Testing

Delivery Team

Development Team A 8 0 0 1 3
Development Team B 5 0 0 0 2
Development Team C 16 0 0 1 3
Development Team D 5 0 0 0 2
Development Team E 7 0 0 0 1
Development Team F 8 0 0 0 3

Shared Service Teams ﬂ Engineers ﬂ

Testing 17
Oracle 8

Wintel 14
Unix 22
Middleware 18

Team Makeup (After)

Engineers2 ﬂ Engineers3 ﬂ Engineers4 ﬂ Engineemﬂ

Before Unix Wintel Sysadmin Testing
Delivery Team
Development Team A 2 1 1 1
Development Team B 5 3 2 3 2
Development Team C 16 2 2 1 2
Development Team D 5 2 1 1 2
Development Team E 3 1 2 1
Development Team F 8 2 1 2 3
Testing 11
Oracle 7
Wintel 8
Unix 18
Middleware 13

Total

12

20

11

17

14
22
18

Total

13
15
23
11
14
16

11

18
13

Team Size 144
Cost /Day £50,400.00

Team Size 149
Cost /Day £52,150.00

Shared service teams — the root of much evil
In enterprise IT

DevOps can mean breaking up shared service
teams to reduce depdencies

Shared service teams remain, deep technology
focussed

Size of delivery teams increases
Net headcount goes up

BUT efficiencies are restored



Product Aligned Dev/Ops Team “DevOps Team”

Tips to make DevOps team a
success:

* Enable other teams

* Don’t become asilo

* Coaching and training

e Reference Architecture

e Automate relentlessly

e Self service
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— sendachi sendachi.com



A5

sendachi.com



DevOps Team *docker !

Federated D

2000
-3

docker

Federated DevOps evOps Team

ted DevOps Te l&tdocker

Delivery Tea Delivery Team




a - .
= sendachi sendachi.com



Development " Poor knowledge transier - Operations
* No sharing of best practice
« Hostile relationships

« Difficult to get Operations’
requirements onto Product
backlog

» Operations’ needs
not captured or I\

given low business

O —

priority
Keep

software

working
Develop
working Sprint

Maintain -

software

/

» Operations needs not prioritised or

accounted for + Code works differently in live compared g“f‘t’\"vea’ ","hl:t t;: tm°“it‘_;" black b
« Limited traceability to dev and test environments oftware is hard to monitor (black box)
« Repeated manual testing * Few and large releases into live over * Limited use of metrics
« Infrastructure and environments the year increase complexity and risk - Operations teams lack widespread
slow to provision when sourced * Few release windows typically means long knowledge or skills in software
from Operations lead times to get digital product to « Difficult to diagnose and fix live incidents
+ Inconsistent environments make customers . « Lack of awareness of bugs that were
software unpredictable and drives » Poor documentation and knowledge known to the developers

down quality transfer from Development to Operations « Maintenance needs unclear

E sendachi
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Number of handovers, wastage and

confusion

Monitoring doesn’t show proactive

production errors

Lack of appropriate access or self service R e SRS
tools LA G
wﬂwu@mwn% DYV Py - -
Work arriving into development on Remest 10 charge Vitval macking mstornce sze = vesr ) different depa -
an ad-hoc basis, disrupting agile Tmpl .
development sprint
L e Teplomerresd

Teat respvest

Time wasted waiting for free
environments to perform tests

_ Operations have limited knowledge of
the change so follow a ticket and make

a manual implementation error

E sendachi

Developers end up making the emergency fix out of hours,
bypassing process and leading to inconsistencies between

test and production environments

sendachi.com




Slow Website Seemario

Derops Torm Sreraet Tonm || Ifrastnence Toan | CAB

Proactively thaerve From montering dagrbonrd and (PTy hat gte i3 gerving

Loy onto production server to inestiqate
wm'-s-"-ud’mm'»!«zmm:gﬂ
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Fewer handovers with less scope

for error and less delay

Slow Websire Scemrio

Devops Torm

| Development/DevOps team proactively
Proncrively thagrve From sonvering dagrbonrd and (PTy hat soe i3 gerting
. monitoring and taking ownership of

production

Loy onto production server o inestiyate

Development have controlled access to
and understanding of production
infrastructure

Change management
remains in place but is
leaned out for faster
iterative delivery

Quality is improved as developer is
change implementer and ticket is correct
first time

Infrastructure treated as code, giving
consistency across envirornments and the
ability to scale, flex and provision new
environments quickly
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UNBLOCKING THE
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-ﬁ amazon Infrastructure as code pipelines
openstack N webservices™

Infrastructure — it’s just code

Raise consistency across environments

Provision
Source Code

Commit Build
Infrastructure

Automated Report on L A

Build Build Results Build
Infrastructure

Successful Provision Automated Report on De-Provision
Build? B

. Test
Test Test It
Infrastructure esting S Infrastructure

Provision
Staging
Infrastructure

Acceptance
Test

PUPP CHEF

E sendachi
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Decoupling Monolith To Microservices! !

A monolithic application puts all its -’ A microservices architecture puts ' '
functionality into a single process... & each element of functionality into a
oV separate service...
[
... and scales by replicating the ... and scales by distributing these services
monolith on multiple servers across servers, replicating as needed.

9 9 °® A 4I1IR
€ w'y

oV oV ®le ®|lle®

<
2
g
<4

4
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Docker & Containerisation

docker

Containers vs. VMs

Contalners are solated,
but share OS and, where

_ approgriate, bins/libraries
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Continuous Delivery

Moving Away From Big, Risky Releases To
Smaller Batches OF Change Delivered More Often



Surprise!
Banks Are Surprisingly DevOps Mature!

Agile Adoption
Good Dev/Test Integration
Good Dev/Ops Integration

SOA Architecture
High Levels Of Automation
SHTF Moments

Better Than Many Other Industries!
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Measuring, Benchmarking And Asses ev(

i

. . From a technology perspective, our Maturity Assessment reviews areas such as: - 1
* Tooling and Platforms T ey ﬁo‘ Devo ps I

* Software Architecture .
* Source Code Management S a rl go ro u S a W ro C
* Environment Management F d
o Test Automation
* Release Automation [ ]
Operate & Improve o Infrastructure Automation .
* Monitoring and Metrics e bUSI ness Ca Se

clearl

technology

T — From a process perspective, our Maturity Assessment reviews areas such as:
ny actices
g * Development, Release and Operational Processes

* Adoption Of Engineering Best Practices

it e sk We need to benc

hard numbers behind

Agile & Lean
: —
o . From a people perspective, our Maturity Assessment reviews areas such as:
Organisational Design o .
* Organisational Design

* Physical Environment

* Skills
Skills, Recruitment & Retention  Recruitment & Retention

 Incentives

o Culture

Scope Of The Assessment
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Measuring, Benchmarking And Assessing DevOps Maturity

People — Organisational Design

Technology— Operate & Improve 6 People— Culture

People — Skills, Recruitment &

Technology— Test & Deploy Retention

Technology— Design & Build Process — Ways Of Working

Process — Engineering Best

Process — Agile & Lean Maturity Practices

E sendachi

People— Organisational Design

Technology— Operate & Improve People — Culture

People — Skills, Recruitment &

Technology— Test & Deploy Retention

Technology— Design & Build Process — Ways Of Working

Process — Engineering Best

Process — Agile & Lean Maturity Practices
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Building The Business Case

ﬂ Subcategory ﬂ Efficiency Factor ﬂ Your Maturity Score ﬂ Potential Efficiency Benefit Uplift ﬂ SDLC Phase
Technology Engineering Best Practice Automated merge activity 2.00% 20.00% 1.60% Development
Technology Engineering Best Practice Earlier integration 3.00% 10.00% 2.70% Release
Technology Operate & Improve Raising percent of succesful deploym 4.00% 15.00% 3.40% Development
Technology Operate & Improve Reduced wait time for environment 2.00% 20.00% 1.60% Test
Technology Operate & Improve Reduced environment inconsistency 2.00% 20.00% 1.60% Test
Technology Test & Deploy Increased unit testing 4.00% 60.00% 1.60% Test
Technology Test & Deploy Increasted acceptance testing 3.00% 50.00% 1.50% Test
Technology Test & Deploy Earlier performance testing 4.00% 60.00% 1.60% Test
Technology Test & Deploy Reduced project management activit 3.00% 25.00% 2.25% Release
Technology Test & Deploy Reduced release co-ordination 2.00% 20.00% 1.60% Release
Technology Operate & Improve Self service database activities 3.00% 50.00% 1.50% Development
Technology Operate & Improve Self service administer application sei2.00% 10.00% 1.80% Project Management

Project Phase By Cost (Post Efficiency Savings)

Columnl ﬂ Development Onshore ﬂ Development Offshore ﬂ Test Onshore ﬂ Test Offshore ﬂ Release ﬂ Project Management ﬂ Total ﬂ
Project A £99,324.00 £24,670.80 £26,524.80 £7,460.10 £4,205.25 £14,054.63 £176,239.58
Project B £96,120.00 £5,253.60 £23,577.60 £6,631.20 £5,046.30 £28,109.25 £164,737.95
Project C £131,364.00 £2,407.90 £11,199.36 £3,149.82 £5,607.00 £68,711.50 £222,439.58
Project D £25,632.00 £3,940.20 £38,313.60 £10,775.70 £4,765.95 £24,986.00 £108,413.45
Project E £52,866.00 £2,451.68 £26,524.80 £7,460.10 £5,887.35 £14,054.63 £109,244.56
Project F £46,137.60 £6,348.10 £29,472.00 £8,289.00 £6,167.70 £18,739.50 £115,153.90
Total: £451,443.60 £45,072.28 £155,612.16 £43,765.92 £31,679.55 £168,655.50 £896,229.01
Saving £112,156.40 £88,247.72 £13,347.84 £3,754.08 £187,520.45 £6,844.50 £411,870.99
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The Surprising Truth About DevOps in Banks

Posted by Benjamin Wootton on Nov 23, 2015| 5 Discuss

shere 3 EMAEEERDO

| have spent much of my career as a software engineer within four global Investment Banks,
working on a mixture of trading, risk management, and middle office systems. Overall, | spent
around around five years working on development and DevOps work in this industry.

Since establishing Contino, a DevOps transformation consultancy, | have worked across a much
more diverse set of industries including retail, media, insurance, education and manufacturing,
where | have been advising our clients on DevOps, Continuous Delivery and related agile
practices with the aim of speeding up their software delivery and release cycles.

One thing that has been fascinating from this experience is looking at the contrast between
banking and other industries. | have observed first hand that banks are a very different animal to
the rest of enterprise IT when it comes to DevOps adoption, with their own challenges, but also
their own unique opportunities.

Though many of the people within banking
will be surprised by this, | actually think
banks are in many ways relatively DevOps
mature and in an even better situation for
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