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Massive ransomware infection hits
computers in 99 countries

© 13 May 2017 f ¥ © [ < Share

wve been encrypted!

WEBROOT

The ransomware has been identified as WannaCry - here shown in a safe environment on a security
researcher's computer

May 16, 2017

Cryptocurrency miner Adylkuzz attack could be bigger than
WannaCry

0000000

The attackers behind WanaCryptOr/WannaCry were not the only
cybercriminals putting DoublePulsar and EternalBlue to use this weekend,
as Proofpoint spotted the stolen NSA tools being used with the
cryptocurrency miner Adylkuzz.

The Adylkuzz attack may not only have been larger than WannaCry, but

could have been one of the mitigating factors that helped shut down that vt
ryptocurrency
ransomware attack, wrote a Proofpoint security researcher who goes by the

alias Kafeine. The mining campaign was after the cryptocurrency Monero.

SECURITY

'Doomsday’ worm uses seven
NSA exploits (WannaCry used
two)

The recently discovered EternalRocks joins a set of highly
infectious bugs created from the NSA's leaked tools.

BY ALFRED NG / MAY 22, 2017 1:08 PM PDT f v F




JUST A LITTLE HISTORY

Black Market Intelligence Auction Approx. August 2016
~ No bites

April 14th 2017
~ Group calling themselves ‘Shadowbrokers’

~ Equation Group (NSA) Tools and Exploits dumped onto
GitHub




THE DUMP
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THE DUMP

Of particular note were:

Fuzzbunch — Exploitation Framework
DanderSpritz— Command and Control Solution
DoublePulsar — Backdoor Trojan

EternalBlue — SMB Exploit




ETERNALBLUE

Where has EternalBlue been seen?
~ WannaCry Ransomware
- Adylkuzz Viral Crypto Miner
~ Zealot - Apache Struts

Lateral movement in ALL cases




JUST SOMETHING THAT POPPED UP

g Slight segue to look at this one:
Exploit for MDaemon pre v9.5.6

EasyFun 2.2.0 Exploit for WDaemon / IS :
MDaemon/WorldClient pre 9.5.6 - Yay for ¥ Vv9.5.6 was Released in October 2006

‘Legacy’ exploits.

Shodan check on 16 April 2017... Lets have a closer
look at that number....




ETERNALBLUE

Exploit for Windows Server Message Block (SMB)
~ Affected both versions vl and v2
v Remote Code Execution on victim machine

Exploitation targeted the following services
v~ TCP 445 (Microsoft Domain Service)

HOW ~ TCP 139 (NetBIOS Session Service)

THEN WHAT



ETERNALBLUE

First things first: How does SMB data transfer work?

Header

THEN WHAT




THEN WHAT

ETERNALBLUE

First things first: How does SMB data transfer work?
v Data larger than SMB MaxBufferSize in Trans2

NT Trans NT Trans2




THEN WHAT

ETERNALBLUE

Exploits Non-Paged Pool Overflow in srv2.sys
v Fills NT Trans with Zeros

v Malformed Trans2 packet containing shellcode and
Encrypted Payload

NT Trans NT Trans2

Shellcode
Payload




ETERNALBLUE

Initial Payload: DoublePulsar
v Non-Persistent
v Customisable Process Name / Command Line
v Code Execution via .DLL or raw shellcode upload

Initially Uploaded DLLs came from 2 sources
v Created via ‘Danderspritz’
v Via Metasploit (Meterpreter)
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Process CPU  Prvate Bytes | WorkingSet  PID Command Line
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ETERNALBLUE

TCP 445 On the internet?

202.241.153.196
1,079,541 Windows 10 Pro 15062
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... what about on your LAN?




WHAT CAN 1 DO?

NETWORK ANALYSIS

DETECTION CREATION

IMPACT IDENTIFICATION

MITIGATION ADVICE

BINARY ANALYSIS
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NETWORK ANALYSIS

In a lab!

For all your lab creation needs

Sysinternals and Wireshark are your best friends

Comparison against known good SMB traffic
Look for irregularities and patterns in multiple samples
Check protocol docs



NETWORK ANALYSIS

eb_sample.pcap

Q Qe

Apply a display filter ... <38/>

Time Source Destination Multiplex ID Port Info
13 0.001375 192.168. . .168.159. vsamredirector Trans2 Response, SESSION_SETUP,
14 0.005256 192.168. . .168.159. microsoft-ds NT Trans Request, <unknown>
15 0.005377 .168. . .168.159. vsamredirector NT Trans Response, <unknown (@)
16 0.005460 .168. . .168.159. microsoft-ds [TCP segment of a reassembled P[J

Max Setup Count: 1

S NT Trans NT Trans2
Total Parameter Count: 30
Total Data Count: 66512

Header Header

Parameter Count:
Parameter Offset:
@c 29 be 12 40 00 e0 2f 9f 08 00 45
64 1d 85 40 00 80 bb c@ a8 9f 82 c@
80 09 53 01 bd fe ba 34 56 aa 86 50

00 00 18 07 c0 00 00 00 00 00 00 00
00 00 08 ff fe 00 08 00 14 01 00 00 le
00 do 03 01 00 le 00 00 00 00 00 00 le
0 4b 00 00 00 do 03 00 68 00 00 00 01
00 00 ec 03 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 01 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 b c
00 00 00 00 00 00 00 00 00 00 00 00 00 00 b c

00 @0 00 00 00 @0 00 00 00 00 00 00 00 00 i . Shellcode
00 00 00 00 00 00 00 00 00 00 00 00 00 00 b c

00 00 00 00 00 00 00 00 00 00 00 00 00 00 b c
00 00 00 00 00 00 00 00 00 00 00 00 00 00 h c Pay]oad
00 00 00 00 00 00 00 00 00 00 00 00 00 00 b c

00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 60 00 60 00 00

Total number of data bytes (smb.tdc), 4 bytes Packets: 334 - Displayed: 334 (1




NETWORK ANALYSIS

® X 6 R & = S @ _®‘ Q &K

[ Apply a display filter ... <88 />

No. Time Source Destination Protocol Multiplex ID Port Info
0.005618 192.168.159.130 192.168.159.128 TCP microsoft-ds [TCP segment of a reassembled PDU]
0.005662 192.168.159.130 192.168.159.128 TCP microsoft-ds [TCP segment of a reassembled PDU]
0.005663 192.168.159.130 192.168.159.128 microsoft-ds Trans2 Secondary Request[Malformed Packet]

107 1AR 180 178 107 1AR 18Q 130 veamradirertar  micracaft—de - veamradiractar [ACK] San-A20

Parameter Offset: 25668 NT Trans NT Trans2

Data Count: 26224
Data Offset: 14658

setup Count: 85 Header Header

Byte Count (BCC): 30305
[Malformed Packet: SMB]
[Expert Info (Error/Malformed): Malformed (Exception occurred)]

i@ )./.u Bl

4V, P

MpWKX9bX
rEAPeb@7 TLsINz2e
BSLEUgAX XU3j2G7U
F65a3PMz w3gFiylz
5FpfYuZs WjrvycKk
QrbgI1MM BCMIGEIK
8J211]18 5gvNT18x
cpIl08ru B5A6aXnB
CVRNgIfd htHd@dET
CXBZixv/ 1jZ9HmZ0
npgGxHoG LUSULCZF Shellcode
bw18n/mQ ivvezgdv
€2BGEVWd +1RhXfZX
xQQt@pNn aRT7KDU1
KZKTL‘t’Rw CqWEU56K Payload
ZRDet3cT YDM/WLay
X/HsBVBU FIZOkHIZ
Nbszwi2R aJaeftQo
iVi2BAQ3 0gT77/Q1
qg82ZVjGa yjF3uR19

Packets: 334 - Displayed: 334 (100.0%) - Load time:




NETWORK ANALYSIS

Interesting Multiplex ID

12 ©.001275 . .159. . . . M 65 Trans2 Request, SESSION_SETUP
13 ©.e01375 . .159. . . . : 65 Trans2 Response, SESSION_SETUP, Error: STATUS_NOT_IMPLEMENTED
14 ©.005256 . .159.1 . . . M 65 NT Trans Request, <unknown>
15 ©.805377 . .159.1 . . . M 65 NT Trans Response, <unknown (@)>
16 ©.005460 192.168.159. . . . [TCP segment of a reassembled PDU]
17 ©.005461 192.168.159. - - - [TCP segment of a reassembled PDU]
Vv SMB Header
Server Component: SMB
Response to: 12
[Time from request: ©.880100000 seconds]
SMB Command: Trans2 (@x32)
NT Status: STATUS_NOT_IMPLEMENTED (@xc@0e0002)
Flags: ©x98, Request/Response, Canonicalized Pathnames, Case Sensitivity
Flags2: @xc@e7, Unicode Strings, Error Code Type, Security Signatures, Extended Attributes, Long Names Allowed
Process ID High: @
Signature: 0022222000000000
Reserved: 0000
Tree ID: 2048 (\\192.168.159.128\IPC$)
Process ID: 65279
User ID:
Multiplex ID: 65

20 oc 29 e@ 2f 9f ec 29
20 4f o0 Sb 40 ee 06 39
9f 82 @1 bd @9 53 56 aa
ee ff oo 23 @0 0 o2 e
sy 98 07 c@ 08 00
20 00 20 @8 ff fe 03 41

NT Status code (smb.nt_status), 4 bytes Packets: 334 - Displayed: 334 (100.0%) * Load time: 0:0.3




WHAT CAN 1 DO?

NETWORK ANALYSIS
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MITIGATION ADVICE
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DETECTION GREATION

We have 4 indicators now
~ Multiplex ID 64/65
~ Multiplex ID 81/82

Lets flex our learnings
+~ Suricata IDS Rules
+ Snort IDS Rules

alert tcp SHOME_NET any -> any any (msg:"EXPLOIT Possible ETERNALBLUE SMB Exploit Attempt Stage 1/2
- Tree Connect AndX MultiplexID = 64 - MS17-010";
flow:to_server,established; content:"|FF|SMB|75 00 00 00 00|"; offset:4; depth:9; content:" |40 00|";
distance:21; within:23; flowbits: set, SMB.v1.AndX.MID.64; classtype:trojan-activity; sid:5000074; rev:1;)




DETECTION GREATION

SMB Packet

Frame / TCP / IP Headers SMB Structure -
00000060 FF534D 42 75000000001807CO0

00 00 00 00 00 00 00 00 00 00 00 00 00 00 FF FE Multiplex ID -
00 08 40 00 04 FF 00 60 00 08 00 01 00 35 00 00
5C005C 00 310039003200 2E00310036...




DETECTION GREATION

alert tcp SHOME_NET any -> any any (msg:"EXPLOIT Possible ETERNALBLUE SMB Exploit Attempt Stage 1/2
- Tree Connect AndX MultiplexID = 64 - MS17-010";
flow:to_server,established; content:"|FF|SMB|75 00 00 00 00|"; offset:4; depth:9; content:" |40 00|";
distance:21; within:23; flowbits: set, SMB.v1.AndX.MID.64; classtype:trojan-activity; sid:5000074; rev:1;)
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IMPACT IDENTIFICATION

What is actually vulnerable?

Run it.
v |In lots of labs!

Py i

‘ . Windows Server 2012 WlndOWS10

Windows Server 2008 R
Wmﬂows Server2003 - Wmdox' ! Windows 8




IMPACT IDENTIFICATION

What has already been compromised?

v Scan the internet?

g Dan Tentler &
-, @Viss

current status:
1.17 million host scanned
33,468 found infected.

RETWEETS LIKES

67 94

8:24 PM - 23 Apr 2017
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MITIGATION ADVICGE

How can we help others mitigate?
v Patching can be difficult
v What other options can we offer?

Disable SMBv1?

What did do?

v Suricata detections
+ No external SMB
v Firewalled Inbound SMB on workstations
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BINARY ANALYSIS

Sometimes worthwhile disassembling

fset aHttplWwwIuqgerfs

esp+ +

) ; dwFlags

aHttplWwwIuqgerfs db

...Simplest things right under your nose.




.. AND BEYOND

So shits going down,

v

v

v

v

v

Get a lab setup

Grab a sample

Run it. Don’t be too afraid
What can | do with this data?

Blogging, Tweeting, IRC / Slack /
Discord

A few don'ts for good measure:

v Don’t work in a silo, talk to people

v Don’t run dodgy files on your main machine




THE GANG
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