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https://www.moneysavingexpert.com/news/protect/2017/09/massive-equifax-data-breach---what-you-need-to-know
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@samnewman

https://www.eugdpr.org
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Independently deployable services that work 
together, modelled around a business domain
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Who here thinks they can assess risks?
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http://www.verizonenterprise.com/resources/reports/rp_DBIR_2017_Report_en_xg.pdf
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HOW DO BREACHES OCCUR?

http://www.verizonenterprise.com/verizon-insights-lab/dbir/2017/
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https://www.troyhunt.com/passwords-evolved-authentication-guidance-for-the-modern-era/

Summarises ideas from NIST 
and the UK’s National Cyber 

Security Centre

Packed with great tips, like…
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PASSWORDS EVOLVED

https://www.troyhunt.com/passwords-evolved-authentication-guidance-for-the-modern-era/

Longer is stronger

Eliminate complex character composition rules

Embrace password managers

Do not mandate password changes

Block previously breached passwords
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CHECK FOR BREACHED PASSWORDS!

https://haveibeenpwned.com
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CHECK FOR BREACHED PASSWORDS!

https://blog.agilebits.com/2018/02/22/finding-pwned-passwords-with-1password/
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THE THREE R’S

https://medium.com/built-to-adapt/the-three-r-s-of-enterprise-security-rotate-repave-and-repair-f64f6d6ba29d

https://medium.com/built-to-adapt/the-three-r-s-of-enterprise-security-rotate-repave-and-repair-f64f6d6ba29d
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THE ADVANCED PERSISTENT THREAT

“At or near the top of security concerns in the 
datacenter is something called an Advanced 
Persistent Threat (APT). An APT gains unauthorized 
access to a network and can stay hidden for a long 
period of time. Its goal is usually to steal, corrupt, 
or ransom data.”

- Justin Smith, Pivotal
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https://nos.nl/nieuwsuur/artikel/2213767-dutch-intelligence-first-to-alert-u-s-about-russian-hack-of-democratic-party.html
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CODESPACES R.I.P.

http://www.theregister.co.uk/2014/06/18/code_spaces_destroyed/
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CHECK FOR LEAKED CREDENTIALS

https://github.com/michenriksen/gitrob
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Revocation & Rotation Of Credentials 
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VAULT HIGH LEVEL OVERVIEW

Vault

Application

Auth token

Physical Storage 
Backend

Needs to be unsealed
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https://www.flickr.com/photos/quinnanya/2585541255/
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Vault

https://www.flickr.com/photos/quinnanya/2585541255/
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AWESOMENESS

https://github.com/hashicorp/consul-template

From: https://www.hashicorp.com/blog/using-vault-with-consul-template

adapter: postgresql
host: {{key "my-app/production/host"}}
username: {{$secret.Data.username}}
password: {{$secret.Data.password}}
{{end}}
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AWESOMENESS

https://github.com/hashicorp/consul-template

From: https://www.hashicorp.com/blog/using-vault-with-consul-template

adapter: postgresql
host: {{key "my-app/production/host"}}
username: {{$secret.Data.username}}
password: {{$secret.Data.password}}
{{end}}

adapter: postgresql
host: db-service-183.corp.com
username: asl5593kd235423
password: fklkll492309482
{{end}}
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WHAT ELSE CAUSES BREACHES?

“44 percent of security breaches occur after 
vulnerabilities and solutions have been identified. In 
other words, the problems could have been avoided if 
found vulnerabilities had been addressed sooner.” 

- Forbes/BMC, 2016
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EQUIFAX

https://www.moneysavingexpert.com/news/protect/2017/09/massive-equifax-data-breach---what-you-need-to-know
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https://www.pinkconnect.com/equifax-confirms-march-struts-vulnerability-behind-breach/
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https://www.pinkconnect.com/equifax-confirms-march-struts-vulnerability-behind-breach/

CVE-2017-5638
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https://nvd.nist.gov/vuln/detail/CVE-2017-5638
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CVE-2017-5638

https://nvd.nist.gov/vuln/detail/CVE-2017-5638

Reported March 2017
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CVE-2017-5638

https://nvd.nist.gov/vuln/detail/CVE-2017-5638

Reported March 2017

Patched in struts 2.3.32 / 2.5.10.1 on 7th March
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EQUIFAX TIMELINE

sources: https://krebsonsecurity.com/2017/09/breach-at-equifax-may-impact-143m-americans/ 
https://www.usatoday.com/story/tech/2017/09/26/timeline-events-surrounding-equifax-data-breach/703691001/

https://krebsonsecurity.com/2017/09/breach-at-equifax-may-impact-143m-americans/
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Equifax breach happened between mid-May and July

sources: https://krebsonsecurity.com/2017/09/breach-at-equifax-may-impact-143m-americans/ 
https://www.usatoday.com/story/tech/2017/09/26/timeline-events-surrounding-equifax-data-breach/703691001/
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EQUIFAX TIMELINE

Equifax breach happened between mid-May and July

sources: https://krebsonsecurity.com/2017/09/breach-at-equifax-may-impact-143m-americans/ 
https://www.usatoday.com/story/tech/2017/09/26/timeline-events-surrounding-equifax-data-breach/703691001/

Reported on September 7th

Equifax spotted it on July 29th

https://krebsonsecurity.com/2017/09/breach-at-equifax-may-impact-143m-americans/
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EQUIFAX TIMELINE

Equifax breach happened between mid-May and July

sources: https://krebsonsecurity.com/2017/09/breach-at-equifax-may-impact-143m-americans/ 
https://www.usatoday.com/story/tech/2017/09/26/timeline-events-surrounding-equifax-data-breach/703691001/

Reported on September 7th

At the time the breach was discovered, the patch had been 
out for at least 2 months, and perhaps as long as 4 months

Equifax spotted it on July 29th

https://krebsonsecurity.com/2017/09/breach-at-equifax-may-impact-143m-americans/
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2 to 4 months
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Hands up if you *know* you patch all your 
systems every 2-4 months?
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PATCHING HYGIENE

http://www.verizonenterprise.com/verizon-insights-lab/dbir/2017/
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AUTOMATICALLY PATCH APP DEPENDENCIES

https://snyk.io/ 

https://www.flickr.com/photos/smithco/76749100/
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So, how many of you are still sure you 
apply every patch within 2-4 months?
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BETTER WITH FAAS?

Underlying Hardware

Operating System
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Container OS

Your Function

Container OS

Your App

Cloud FAAS/PAAS



@samnewman

CONTAINER SCANNING

https://github.com/coreos/clair
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CONTAINER SCANNING (CONT)

https://www.aquasec.com
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MONITOR OUTDATED DEPENDENCIES

https://snyk.io/ 
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AUTOMATICALLY PATCH APP DEPENDENCIES

https://snyk.io/ 



@samnewman

DO SOME THREAT MODELLING

https://www.microsoft.com/en-us/sdl/
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MUTUAL TLS

User ServiceMusic Web 
Shop

Client and server guarantees!

Certificate management is REALLY painful
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AZURE - CLIENT-SIDE CERTIFICATE MANAGEMENT

https://docs.microsoft.com/en-us/azure/api-management/api-management-howto-mutual-certificates
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AWS - CLIENT-SIDE CERTIFICATE MANAGEMENT

https://docs.aws.amazon.com/apigateway/latest/developerguide/getting-started-client-side-ssl-authentication.html
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