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Who am I?

* Director, Platform Engineering
* Led Multi-Regional Resiliency
* Leading NetflixOSS Program

e @rusmeshenberg




Failure

fail-ure
[ falyar/ 4

1. lack of succes

noRd ment, defeat, collapse

2. the omission of expecteu U required action.




Assumptions
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Incidents — Impact and Mitigation

Public relations Y incidents mitigated by Active
media imbact PR Active, game day practicing
X Incidents YY incidents mitigated

High customer /‘ 7 . by better tools and

service calls CS practices

XX Incidents
Affects AB test | | YYY incidents

results Metrics Impact — Feature Disable mitigated by better

XXX Incidents
: \

No Impact — Fast Retry or Automated Failover
XXXX Incidents

data tagging



Does an Instance Fail?

It can, plan for it

Bad code / configuration pushes
Latent issues
Hardware failure

Test with Chaos Monkey




Routing issues
DC-specific issues
App-specific issues within a zone

Test with Chaos Gorilla



Does a Region Fail?

Full region — unlikely, very rare
Individual Services can fail region-wide
Most likely, a region-wide configuration issue

Test with Chaos Kong



Everything Fails... Eventually

* Keep your services running by embracing
isolation and redundancy

e Construct a highly agile and highly available
service from ephemeral and assumed broken

components



Isolation

* Changes in one region should not affect others
* Regional outage should not affect others

 Network partitioning between regions should
not affect functionality / operations



Redundancy

 Make more than one (of pretty much
everything)

* Specifically, distribute services across
Availability Zones and regions



History: X-mas Eve 2012

* Netflix multi-hour outage
* US-Eastl regional Elastic Load Balancing issue

e “..data was deleted by a maintenance process
that was inadvertently run against the
production ELB state data”



Isthmus — Normal Operation
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Isthmus — Failover

L
| US-West2ELB | d

ELB
Zuul
L

Infrastructure®




Elastic Load Balancing Elastic Load Balancing Elastic Load Balancing




Http Request Http Response
ul Servlet

25 35

Filter Loader

Groovy Filter

Filter File Manager

Groovy Filter

Groovy Filter

Pre routing filters

Groovy Filter

Groovy Filter
Filter

Post Routing Di tori
Irectories

Routing filters filters

Request
Context

Filter Filter Filter
publisher Persistence Poller




Denominator — Abstracting the DNS Layer




Isthmus — Only for ELB Failures

* Other services may fail region-wide

* Not worthwhile to develop one-offs for each
one




Active-Active — Full Regional Resiliency




Active- Active Failover
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Can’t we just deploy in 2 regions?




Active-Active Architecture

oS lookup

Edge J/ Mid-Tier
Mid-Tier Local Evcache J C* J S3 /SQS / ZK / insights
[Same as us-west-2)

Insights / Operational Tools

Local / In Region EwCache

Local / in Region C

Replicated EVCache

MR CASSANDRA




2 main challenges

* Routing the users to the services

* Replicating the data



Separating the Data — Eventual Consistency

e 2-4 region Cassandra clusters
e Eventual consistency != hopeful consistency



Benchmarking Global Cassandra

Write intensive test of cross-region replication capacity
16 x hil.4xlarge SSD nodes per zone = 96 total
192 TB of SSD in six locations up and running Cassandra in 20 minutes

Test 1 Million Reads Vatgggon

Load after 500 ms 1 Million Writes Load

CL.ONE with No CL.ONE (Wait for One
Replica to ack)

Data Loss
US-East-1 Region - Virginia

11T Rl
11

7

Interzone Traffic Interregion Traffic

Up to 9Gbits/s, 83ms 18 TB backups

from S3



Propagating EVCache Invalidations

4. Calls Writer with Key, Write Time, TTL & Value after checking if this is the latest event for the key in the current batch.

Goes cross-region through ELB over HTTPS

Dra iner 7. Return keys

{ that were successful
Writer

EVCache Replication
Service

6. Deletes the value for the
key

EVCache Replication
Metadata

EVCACHE

5. Checks write time to ensure
this is the latest operation for
the key

US-WEST-2

3. Read

. from SQS
D rainer in batches EVCache Replication

Metadata

W r lte r 2. Write events to SQS and

EVCache Replication EVCACHE_REGION_REPLICA-TION
Service

SQS

8. Delete keys from SQS that were successful

1. Set data in

EVCACHE EVCache
Client

EVCACHE App Server

US-EAST-1




Announcing Dinomyte

* Cross AZ & Region replication to existing
Key Value stores

— Memcached
— Redis
Thin Dynamo implementation for
replication
* Keep native protocol
— No code refactoring

e (0SS soon!




Archaius — Region-isolated
oyration

fr

Create New Fast Property in te

Name
Value

Constraints ©
Description

UpdatedBy
Notification Email
CMC

Scope : Not Selected

Confi

Scope Selection
Region
Application
Staek
Cluster

ASG

us-east-1 (Virginia)

helloworld

helloworld-example

helloworld-example-v140

Quick Impact View
B Total instances: 2
% helloworid Current Scope
region us-east-1
appld helloworld

cluster helloworld-example

C Repeat Selection




Running Isthmus and Active-Active



Multiregional Monkeys

Detect failure to deploy
Differences in configuration

Resource differences




Operating in N Regions

* Best practices: avoiding peak times for
deployment

* Early problem detection / rollbacks
* Automated canaries / continuous delivery



Application deployment

P

ASGARD test s —

Eman Update Tim

atformservice-v04s

Creating auto scaling group ‘platformservice-v046", min 6, max 6, traffi platformservice-v046

® platformservice-v04s platformservice-v046 7 resize | &

Count State
Build ELB Eureka

Create Next Group platformaervic




6 deployments
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At least 36 steps




Mimir [ Bulds Deployments AMIs Clusters ASGs

platformservice

:

LATEST BUILD

Jenkins Jol
Status:

TEST | US-WEST-
ASG Name

TEST | US-EAST-
ASG Name

PLATFORMSE!

latform:

\TFORMSERVICH

Build
atfol

latform:

TEST | EU
ASG Name

Build Status

TEST | US-EAST-1
ASG Name

TEST | US-WEST-1 | PL
ASG Name

\TFORMSERVICH

Build

Workflows

Instances

Status Instances

Instances

Instances

Status Instances

Automating deployment

Created

Created



Monitoring and Alerting

* Per region metrics
* Global aggregation
 Anomaly detection




Failover and Fallback

Directional DNS changes (Or Route53)
For fallback, ensure data consistency

Some challenges
— Cold cache

— Autoscaling

(Iterate, Automate)*



Validating the Whole Thing Works




Does Isolation Work?

© iExplodev | (OLlegend O Logarithmic © iExplodev |#£ QOlegend OLo

US West
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Does Failover work?

6:14 pm:
Outage

Detected 7:45 pm:
Failover

Completed




Steady State

HiExplodev |4 QOLegend O Logarithmic all fiExplodev |4 OLegend O Logarithmic




Wii.FM?

NETLIX | Netflix Open Source Software Center

{ Povostodes  Commit Tmsine  Powered By Notf0SS




We're here to help you get to global scale...
Apache Licensed Cloud Native OSS Platform




Technical Indigestion — what do all these do?

NETFLIX |1 Netflix Open Source Center
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Asgard - Manage Red/Black Deployments

Mie dusiar ceontgine fiwve ASCs

a
v

@ Home S/ App & Am1 '_‘.-. Cluster £ld Ews M ec2

- - v

Manage Cluster of Sequential Auto Scaling Groug
Recommended next step: Switch traffic to the preferred group, then delete legacy group

=* obiwan-v063 &* obiwan-v064 “reat : % Advanced Options

Launch and Terminate are Resize | to 9 min 12 max

> 2 Resize | to 9 min/ | 12 {55 oetete l Disable Enable AML ] ! 179123456789/0biwan-41.2-141730¢ #

j Delete I Disable g Enable i -
s grouped by state % Show more AMIs

9 instances groyned hv state Count Instance

Type: m1l.large

Count Statel Build ELB Disc 4 9

Live frziiic en

NG e @n S
l\L u iiL u. 'iLwl‘/ \VG@L./'" gk Create Next Group obiwan-v065

[OIORVELRSTOT]
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Ice — Slice and dice detailed costs and usage

2013-04-01 12AM (&) Cost Usage ap-northeast-1 ec2_instance OndemandInstances cl.medium
ReservedInstances cl.medium.windows

ap-southeast-1
End Group by | UsageType + eu-west-1 BorrowedInstances cl.xlarge

sa-east-1 LentInstances cl.xlarge.others
2013-05-29 12AM Aggregate | hourly ¥ us-east-1 UnusedInstances cl.xlarge.windows

Plot Type | area 4
Show Throughput

Factor Throughput

@ submit | [¥] pownload

SHOW ALL HIDE ALL
UsageType Monday, Apr 15, 12am, 2013
aggregated : §, [ hour
sogregated N $i 4 / hour (0.1%)
$ St / hour (0.0%)
$ [ hour (0.4%)
$ / hour (0.0%)
/ hour (0.0%)
) [ hour (3.3%)
& / hour (3.9%)
[ hour (0.0%)
/ hour (0.7%)
) / hour (0.1%)
/ hour (0.4%)
/ hour (0.2%)
/ hour (14.9%)

Average

Cost per hour

/ hour (0.0%)
/ hour (0.1%)
/ hour (0.5%)

NETFLIX
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Automatically Baking AMIs with

Aminator
AutoScaleGroup instances should be identical

Base plus code/config

Immutable instances W
instance repository

Works for 1 or 1000... | -

Aminator Launch
— Use Asgard to start AMI or
— CloudFormation Recipe

NETFLIX
0o0ss



Discovering your Services - Eureka

us-east-

EVCACHE ami-e794f78e (3), ami-c57%cac 1c (3), us- UP (4)- i‘-9fdf i-087 , i-78e y I

(1), east-1d  45¢
(1),

* Map applications by name to
— AMI, instances, Zones
— |P addresses, URLs, ports
— Keep track of healthy, unhealthy and initializing instances
e Eureka Launch
— Use Asgard to launch AMI or use CloudFormation Template

NETFLIX
0o0ss



Deploying Eureka Service — 1 per Zone

Register,

| >
Renew > Eureka Server

Application
Service

Eureka

>

Gpt{-'
Reg\stry
.I? Y

Application
Client

Eureka
Cllent

< 1 >
Replicate

Eureka Server

Get 3
Registry

" Application

Client
Eureka
Cllent

Eureka Server

—>

A

-

-7
— | Application

AN

/,/.‘. 2 )
RN o Service

NETFLIX
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Searchable state history for a Region / Account

Edda Launch
Use Asgard to launch AMI or
use CloudFormation Template

|

Timestamped delta cache
of JSON describe call

results for anything of amazon
. webservices™
Interest...

NETELIX




Edda Query Examples

Find any instances that have ever had a specific public IP address
$ curl "http://edda/api/v2/view/instances;publicIpAddress=1.2.3.4; since=0"
["i-0123456789","i-012345678a","1-012345678b" ]

Show the most recent change to a security group

$ curl "http://edda/api/v2/aws/securityGroups/sg-0123456789; diff; all; limit=2"
-—- /api/v2/aws.securityGroups/sg-0123456789; pp; at=1351040779810

+++ /api/v2/aws.securityGroups/sg-0123456789; pp; at=1351044093504

@@ -1,33 +1,33 @@

{

"ipRanges" : [
"10.10.1.1/32",
"10.10.1.2/32",

+ "10.10.1.3/32",
- "10.10.1.4/32"
}

NETFLIX
o0ss



Archaius — Property Console

Persisted Properties Console : TEST —

Scope Selection
L . .
Region | us-east-1 (Virginia) Quick Impact View
Total instances: 2
Current Sc

Create New Fast Property in te  Application | helloworld 1 helloworld

s region us-east-1

Same  popiee . appld  helloworld
Cluster helloworld-example 12

cluster helloworld-example
ASG | helloworld-example-v140

UpdatedBy

Notification Email

m C Repeat Selection

Not Se




rchaius library — configuration management

Properties Console

A Update

Runtime Configuration

Persisted DB Configuration

other overrid

config.propertie

Container Configuration

NETFLIX
oss



Denominator: DNS for Multi-Region
‘ Availability ‘

o

Denominator — manage traffic via multiple DNS providers with Java code

NETELIX



Zuul — Smart and Scalable Routing Layer

pe 35

Filter

Request Directories

Context

Filter Filter
publisher i Poller

NETELIX



Ribbon library for internal request routing

Public Requests Eureka Service

Amazon ELB

API (Edge) Service API (Edge) Service Eureka Client
e B

(instance 1; us-east-1 Zone A) (instance 2; use-east-1 Zor

Ribbon Client L Ribbon Client L More Ribbon Client Ribbon Client L
(Movie Service) | B (Review Service) | B Ribbon (Movie Service) (Review Service) | B

=

CustomerHash (custom LB) Zone Aware RoundRobin

Movie Service Movie Service 'Movie Service Review Service Review Service
(instance 1) (instance 2) (instance 3) (instance 1) (instance 2)
[us-east-1 Zone A) [us-east-1 Zone B] [us-east-1 Zone C] [us-east-1 Zone A) [us-east-1 Zone B]

NETFLIX
o0ss



Ribbon — Zone Aware LB

Average Active Requests = outstanding requests / (total instances - tripping instances)

Legend

*  Qutstanding request

- Circuit tripped instance

p 4 Zone dropped

NETFLIX
0o0ss



Karyon - Common server container

® Bootstrapping :

O

O O O O

—

Dependency & Lifecycle management via Governator.
Service registry via Eureka.

Property management via Archaius

Hooks for Latency Monkey testing

Preconfigured status page and heathcheck servlets

NETFLIX
0o0ss



Karyon -
® Embedded Status Page Console

o Environment

PLATFORMSERVICE v1.0 us-east-1.prod

( ) | | l I e ka " com.netflix.servo:name=LBStats_AvailableZones,*
Catalina
IMImplementation Attributes

Library-atias_j

Library-epicy . S Refresh

Lbrary-nfastyanas-com.netfi.ibrary.management Name
Library-platform-com.netflix.ibrary.management

.netfii,MonitoradRe . +"LoadBalancerStats akmsclient*, level”:*INFO*, type*:INFORMATIONAL "} value

APPLICATION LoadBalancerStats atlas_publish®,"level”:"INFO*, "type”:INFORMATIONAL"} value

4 ASTYANAX LoadBalancerStats chukwatrackerclient”, “level":*INFO", “type":"INFORMATIONAL"} value

cass_turtle.platformservice.astyanax
“LoadBalancerStats*, “id":"defaultRestClient", “level":INFO", “type*:"INFORMATIONAL"}  value
“LoadBalancerStats “epic_publish*,“level":*INFO", “type*:"INFORMATIONAL"} value

epicplugin®, “level *:*INFO*, “type*: INFORMATIONAL "} value

ActiveChukwaConsumers.
ActiveChukwaSenders
ChunkQueueSize
DiscoveryClient_Cancel
DiscoveryClient_Failed
DiscoveryClient_FetchRegistry
DiscoveryClient_GetServiceUrlsFromDNS
DiscoveryClient_Refresh
DiscoveryClient_RefreshDelta
DiscoveryClient_Register
DiscoveryClient_Renew
DiscoveryClient_Reregister
DiscoveryClient_Retry
LBStats_AvailableZones
LBStats_CircuitBreakerTrippedCount
LoadBalancer_AllServerList
LoadBalancer_ChooseServer
LoadBalancer_UpServerList
Poolsize
SQs-changeMessageVisibility TimeoutBatchCa

Error: Visible: [ 898 Total: [ 898  Lastupdated:

NETFLIX
0o0ss



Karyon -

P

® Sample Service using Karyon available as
"Hello-netflix-oss" on github

lo-netflix-c

Message: Hello newbec

NETFLIX
o0ss



Hystrix Circuit Breaker: Fail Fast -
recover fast

App Container (Tomcat/Jetty/etc)

\
DependencyA | | Dependency B [ | Dependency C | | DependencyD | | Dependency E

10 Threads 8 Throags 10 Thre 15 Threads Threads

Dependency H | | Dependency | Dependency J
8 Threads

10 Threads 5 Threads T

Dependency L | |DependencyM | |Dependency N | [ Dependency 0
4 Threads 10 Threads 10 Threads

Dependency R Dependency T
g 1

10 Threads 0 Thread:

Dependency A Dependency B Dependency C

Dependency D Dependency E Dependency F

v

Dependency G | / | Dependency H Dependency |

Dependency; Dependency K Dependency L

v

Dependency M Dependency N Dependency O
Dependency P Dependency Q Dependency R

NETFLIX
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Hystrix Circuit Breaker State Flow

Synchronous —»

.execute()

vy

Construct

NFDependency Asynchronous »|

Command Object

.queue()

«—— Exception Thrown

<¢—— Return Fallback Response

| ¢——— Exception Thrown

Not Implemented

Successful Fallback

Failed Fallback

Thread
pool/queue
full?

Circuit
Open?

Short-circuit Reject

Yes
return immediately

Calculate Circuit
Health

Yes

Timeout Got Response

No
Exception Thrown

getFallback() l:

=2

Return Successful Response

Latency

Above
Threshold?

NETFLIX
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Turbine Dashboard

Per Second Update Circuit Breakers in a Web Browser

Circuit Breakers
nm8713 010
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Either you break it, or users will

NETELIX

NETELIX



Add some Chaos to your system

NETELIX



Clean up your room! —Janitor Monkey
Works with Edda history to clean up after Asgard

g

&
» o

NETFLIX
oss



Conformity Monkey

Track and alert for old code versions and known issues
Walks Karyon status pages found via Edda

NETFLIX
0o0ss




In use by many companies

NETFLK [CISSSS  Netflix Open Source Software Center

Repositories Commit Timeline Powered By NetflixOSS

These companies are using and contributing to Netflix OSS Components

Y
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http://www.meetup.com/Netflix-Open-
Source-Platform/

Netflix Open Source Platform

Welcome!

NETELIX
oss

Change photo Netflix Inc Wed Mar 12
100 Winchester Circle, Los Gatos, CA (map) 6:30 PM

tosGatos, ca I EHSROENMNEIIE0N 4

Founded Jan 2, 2013 Join us for the next installment of Netflix
Open Source Meetups. Learn more about
About us... recently opened components, hear success
stories from companies using NetflixOSS....

*+ SCHEDULE A NEW MEETUP
Upcoming

Season 2 Episode 1

192 attending
58 spots left
1 comment

Members

Hosted by: Ruslan Meshenberg (Organizer)
Group revi

Upcoming



IELGENYENR

By embracing isolation and redundancy for availability
we transformed our Cloud Infrastructure to be resilient against
Region-wide outages

Use NetflixOSS to scale your Enterprise
Contribute to existing github projects and add your own



