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Matthew Skelton

@matthewpskelton

* Bullding & operating
software systems since 1998
» Cybermetics + Neuroscience + Music
« = control engineering
* = psychology
* 2 network’ and group interactions
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X

SKELTON THATCHER
EFFECTIVE SOFTWARE OPERATIONS
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Legal
Payments
lourism

Betting

Recent clients

[ravel booking
Financlal services

Healthcare data
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Common themes

*Online since ~1999

e SUCCesSUl IN their sector
arge, central core database(s)
* Non-aligned team goals

» Ops historically undervalued

* Need to adopt DevOps and
Continuous Delivery
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Common needs

o | echnology-setectiorm icKIIStS
* [eam Interactions
 Collaboration opportunities

* [00ls as catalysts
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CONTINUOUS
DELIVERY

JEz HUMBLE
DAVID FARLEY

Foreword by Martin Fowler

b ¢






‘Delivery’ implies
fire and forget’

We must continue to care

after deployment



Continuous Delivery

Continuous Evolution of software systems

Small changes
High quality
Operationally excellent
Engaged teams
Focus on value
Use flow
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Continuous Delivery
Delivery = Deployment

—mpower product & commercial
people to make features available
at the right time

Pull, not Push
): ¢



Continuous Delivery

Regular, rapid, repeatable,
rellable changes

Automate most of the things
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Continuous Delivery

Quality
Safety

Reliab
Psycho
—ffective

ity
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DevOPS

"Highly effective, dally collaboration
between software developers and [T
operations people to proauce
relevant, working systems” *

*also QA/Testing, [T Service Desk, Programme Management,
Commercial, Marketing, etc.
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Nelt

"Automation

"‘BUIlo

‘Infrastructure Development”

DevOPS

))

& Release’

‘System Administration”
‘Containers”
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Collaboration
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1. Version Control
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““skeltonthatchercom

* ¢ 010 t 3741 HE : , master)
Author : :
Date: Sun Jun 22 18:36:5

Changed website email address to enquiries (so we can distinguish inbound emails)

website/http_root/index.html

* commit C
Author: Matthew Skelton <37
Date: Sun Jun 22 18:25:01

3 p= pasusans on e TRE£0 .
commit 7818e

Author: Matthew Skelton LA
Date: Sun Jun 22 18:18:25 2

Added phone number to website

vebsite/http_root/index.html
website/http_root/skeltonthatcher.css

Date:  Sun Jun 22 15:04:13 2




BuildQualityln-content = =

%= commit
Author: agilestevesmith
Date: Mon Jun 16 16:38:5
Steve - update notes
manuscript/steve-smith.txt
Author: agilestevesmith <
Date: Fri Jun 13 11:19:5

Steve - toggle all contributors off until first draft received

Merge:

Author:
Date:

commit
Merge: 3calela Z2ae
Author: Matthew Skelton <matthew.skelton@:
Date: Wed Jun 11 13:25:42 2014 +0100
Merged: Tweaks to summary to clarify purpose - "build and operate software" - and no dodgy space chars

, matthewpskelton)

Removing spurious space characters

summary . txt




0 Added support for Mono |

« - GitHub, Inc. [US] |h‘rtps:;’;’github.com;’seriIog;’serilog;’pull_x“l25;’commits e =
O . This repository ¥ @  Explore Gist Blog Help X matthewskelton +- ¥ P
SEI’"Og / Serilog @ Unwatch ~ 31 # Unstar 209 % Fork &4

Added support for MonoTouch and MonoAndroid

L
nberardi wants to merge 6 commits into  serilog:master from nberardi:master

¥® Conversation 3 0 Commits & (B Files changed 17 +724 -114 HEEN i I
Showing 6 unique commits by 1 author.
[ Apr 22, 2014

e
3 nberardi added support for MonoTouch and MonoAndroid (L)
9 nberardi dynamic isn't supported on MonoTouch ]
ﬂ_ nberardi added logger configuration ‘t{

May 16, 2014

2 nberardi finished android logger
:_'1 nberardi merge from upstream
:_'1 nberardi added nuspec files for MonoTouch and MonoAndroid

@ 2014 GitHub, Inc.  Terms Privacy Security Contact Status APl Training Shop Blog About




O Added support for Mono |

« > C

GitHub, Inc. [US] | https://github.com/serilog/serilog/pull/125

O

This repository = @  Explore Gist Blog Help

serilog / serilog @ Unwatch ~ 31

Added support for MonoTouch and MonoAndroid

m nberardi wants to merge 6 commits into  serilog:master from nberardi:master

¥ Conversation 8 © Commits 6 [#) Files changed 17

A

P

nberardi commented on 22 Apr

I needed support for MonoTouch and MonoAndroid, so | decided to contribute back my work.

B nberardi added some commits on 22 Apr

_fl added support for MonoTouch and Monofndroid (L]
_fl dynamic isn't supported on MonoTouch

_ﬂ_ added logger configuration

o

nblumhardt commented on 24 Apr wner
Thanks again for providing this Nick. It's a pretty big changeset and I'm not super-familiar with the
platform; would you please be able to summarise:

« What's included?

= What changes were necessary to non-Mono* Serilog? (E.g. Serilog.sin has changed but I'm not sure
how because of the awful SLN file format -))

« What are the limitations?

RE the #ifdefs around dynamics - it might be possible to use generics here instead (dynamic was just
a lazy way to get this off the ground) - are generics supported fully on the target platforms?

1matlhew5kelton +- ¥ P

# Unstar 209 % Fork 64

<>
0}
+721 114 HEEE

n |

EE
Labels =
Mone yet

.
Milestone

]
Mo milestone

Assignee

Mo one assigned

Notifications

4= Unsubscribe

3 participants

128

%




0 Merge pull request #153 f1 =

« = C GitHub, Inc. [US]| https://github.com/serilog/serilog/commit/436e958e7 cOb4fef7ecOb34bc70a2adb58e4cfc7 7w =
O . This repository ~ @  Explore Gist Blog Help lmaﬂhewskelton +- ¥ P
serilog / serilog @ Unwatch~ 31 s Unstar 208 % Fork &4
Merge pull request #153 from ruba1987/feature/nlog-support Browse code e
[Feature] MNLog sink support
O]
¥ master
% oo : : n
nblumhardt authored 4 days ago commit 436e958e7c3bsfef7ecab34hc7Ra2a4b58e30fC7
- 2 parents 1722ae@ + 76326 _
Showing 7 changed files with 206 additions and 8 deletions. Show diff stats
A
20 EEEEE Serileg.sln View

=G

Microsoft Visual Studio Solution File, Format Version 12.88
# Wisual Studic 2813
4 -VisualStudioVersion = 12.8.21685.1
+VisualStudioVersion = 12.8.38324.6
MinimumVisualStudioVersion = 18.8.48219.1
Project("{2150E333-8FDC-42A3-9474-1A3956D46DER}") = "src™, “src", "{@3744BDE-448E-4129-0F7A-B9B42008307E}"
EndProject

== R L0 OO
EndProject
Froject("{FAEB4ECE-3@1F-11D3-BF4B-@BCB4FTOEFBCT") = "Serilog.5inks.Raygun”, "srci\Serilog.5inks.RavguniSerilog.Sinks.R
EndProject

+Project("{FAEG4ECH-301F-1103-BF4B-@ACB4F7I9EFBC}") = "Serilog.Sinks.MLog", "src\Serilog.Sinks.NLog\Serilog.5inks.MLog.

+EndProject
Project("{FAEB4ECH-3A1F-11D3-BF4B-BBCA4FTAEFBC}") = "Serilog.SmokeTest"”, “"testiSerilog.SmokeTesthiSerilog.SmokeTest.cs
EndProject

"SFAEB4ECS-3@1F-11D3-BF4B-@BCB4FTOEFBCT") = "Serilog.5inks.ApplicationInsights", “src\Serilog.Sinks.Applicati
@@ -199,5 +281,16 Global
{B4EECIAD-GE2E-49F6-A4CB-AOD3OESCAEFAY . Debug|Any CPU.Build.® = Debug|Any CPU
{B4EECLAD- 6E2B-49F6-A4CB- AYD39ESCAEFA} . Release |Any CPU.ActiveCfg = Release|&ny CPU

{B4EECIAD-GE2B-49F6-A4CA-AOD3UEICAEFAT . Release|Any CPU.Build.@ = Release|any CPU -




- Deployment

Dineling
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A large online retaller

* [ravel sector

*Since ~1999

o UK market

* Non-core’ applications




Challenges were:

o  mited Git skills In Service team
* \anual deployments
o 'Snowflake’ servers

*No Cl
* RISks: security, automation, etc




Build Auto-Validation Deplovment- Deploy-To-Test Smoke-Test Manual-Test Prod-DepIovment-- Deploy-To-Prod Smoke-Test-Prod
243
revision: 9e6304f79c31..
22 days ago
Triggered b
242 — I — I —— I ———l e I — 'I'
revision: 3df70dd26fa1...

iﬁ;;;lfc’:juf changes Developer QA Production Support
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Sesults

e Security: happy

e Service team: relieved (& happy)
* Developers: won over (& happy)
« Business: surprised (& happy)




3. Log Aggregation
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| 0g aggregation & search

Elasticsearch+ Logstash+ Kibana /
NewRelic / LogEntries / Stackify

(In Production, Pre-Prod, Test)

On developer machines!!!
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—vent type 1Ds

How many discrete states exist
N your application”?
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/" Defined Events




enuim

Human-readaple set

—vent type IDs

S.

Unigue values, sparse, Im

C#, Java, Python, node
(Ruby, PHP, ...)

mutaple
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public enum EventID

{
// Badly-initialised logging data

NotSet = O,

// An unrecognised event has occurred

UnexpectedError = 10000,

ApplicationStarted = 20000,
ApplicationShutdownNoticeReceived =

PageGenerationStarted = 30000,
PageGenerationCompleted = 30001,

MessageQueued = 40000,
MessagePeeked 40001,

ItemAddedToBasket = 60001,
ItemRemovedFromBasket = 60002,

CreditCardDetailsSubmitted = 70001,

//

20001,
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ItemAddedToBasket

60001

Do ¢



ItemAddedToBasket 60001
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Distributed systems

Monolith to microservices:
depbugger does not have the Tull view
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Remote debugging’

Even with remote debugger, it's
pboring to attach and detach

(out... Glimpse)

Do ¢






t Custom j memcache AND NOT program:sshd

@ Columns

@message
(@source
(@source_host
@source_path

@tags
@timestamp

@type pid program
role source_host
& Analysis
@message~
(@source-
(@source_host~
@source_path~
@tags =
@timestamp~
@type~

pid~

program =

role

source_host

1
2012-09-06T16:11:18 1o | 2012-09-08T16:11:18
230 , 0 September 2012
%gg I count per IEﬂ{Is
100 Su Mo Tu We Th Fr

5E.lllllllllllllllll

16:00:00 20:00:00 00:00:00

9/6

Time

09:/08 16:11:01

0908 16:10:39

09/08 16:10:09

0908 16:10:1

09/08 16:10:01

09:/08 16:10:01

0908 16:10:01

9/6 a7

@message

<13=Sep 816:11:01 ¢

processed="center|qu

=13=Sep 8 16:10:39

processed=center{gu
Time
processed="source|h
Hour

=13=Sep 8 16:10:05 p Minute

Second
=13=Sep 8 16:10:01 1

<13=5ep B 16:10:01
MNow

=13=5ep 8 161007 Meerremrerreree

3 ! |
|l|||II|I||II|I||IIII||III

] 16:00:00 20:00:00 00:00:00
a7 o7 9/8

0TO 50 &

[21291]: Log statistics ; dropped="udp(AF_INET
o)=122F, processed="destination(remote_logh

|- Log statistics; dropped="udp(AF_INET{192.1
yed)=26760", processed="destination|{remote_lo

16:11:18

129]: Adding relationship from Exec[zypper refrs
108]: (root) CMD [ /root'scripts/check-auxmo
9391]: (root) CMD | J/root'scripts/check-aux

Done
I ——rr- v v O v T o e e s T

<13=3ep B8 16:10:01 mem2'mem2 memcache /usr/sbin‘cron[21891]: (root) CMD | /root/scripts/check-aux



L 0g aggregation &
searcn

Good logging Is good communication

ELK and other log aggregation tools
can build Dev + QA + Ops
collaporation
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- Detect

Database

Drft
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DA, % Databases ‘® Lifecycle management * Configuration Help  Give feedback red 0o Ce
Want to know when a database changes? Set up email notifications
— Collapse all projects Fllter projects: Ayl projects Q Updated @ Drifted

v SimpleTalk

Development Testing
# SimpleTalkDev # SimpleTalkTesting
9® Version 9 © Version8
v ProjectA @
Development Testing
2 ADev 2 ATest
© Version3 © Version3

V ProjectB

Staging Production
# SimpleTalkStagin # SimpleTalkProduction
Schema drifted to m @ Version 6
unrecognized
state
Was: Version 7

Staging Production
& AStaging 2 AProd
9 Version3 © Version3




®  SimpleTalk (Staging) ¥

Version 8 o
Named on 14/01/2

by Jonathan.Roberts

Difference report

Version7 °
Named on 14/01/2
by Jerome.Smith

o
=
&
]

Difference report

Difference report

Version 5 °

Named on 12,

by Jerome.Smith

Difference report

Version 4 °
Named on 11/01/2015 at 15:32

by Jerome.Smith

Difference report

®  The Simple Talk Blog

@ Staging =

Summary
“A small adjustment to one of the stored
procedures. This version is now ready to be
pushed to production”

i Jonathan.Roberts

@ DLM dashboard

Summary
“We've made some last minute changes to 7 of our
stored procedures. Hopefully this will improve the
way that the database responds to..” (more)

i Jerome.Smith

@ DLM dashboard

Summary
“Rolling a production hot fix back into our
up-stream environments. The change was made
on production to solve the..” (more)

i Jonathan.Roberts

@ DLM dashboard

Summary
“Third set of changes to be put forward as a
release candidate to support the new aplication
feature”

i Jerome.Smith

@ DLM dashboard

Summary
"Second iteration of changes - improved
performance a little bit”

i Jerome.Smith
@ DLMdashboard

Load more ¥

srv-221

What changed since Version 7?
lobject | v

Who changed it?
lperson | v

What changed since Version 6?
7 objects | v

Who changed it?
3people | v

What changed since Version 5?
lobject | v

Who changed it?

lperson | v

What changed since Version 4?
9 objects | v

Who changed it?

2people | v

What changed since Version 3?
11objects | v

Who changed it?

2people | v

DacHROND = Databases 2 Lifecycle management Configuration Help Give feedback r [,'Uf}fj[f:
tory > SimpleTalk (staging) history
Database Project Environment Instance location




Collaboration & too
cholce

Value collaboration as a key criterion
Orthogonal to main tool purpose (7?)

"How does this tool help people to
collaborate”?”

M



Automation

Do ¢



[ooling & APIS

 Prefer saas to begin with

* AP for:

* Important state changes & actions
* IMmport/Export

e [rigger

 Alerting

Do ¢



[ooling Automation

* Avoid manual configuration of tools

e |Nstal
*RP

o Cont

via packages
MV, APT, Gems, Chocolatey

lgure using

Chet/Puppet/Ansible/DSC/ete.
*|nsist on APIs
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ool Automation

Point-n-click is no longer acceptable
Choose tools that expose APIs
Aim for composition of new capabllities

Build and deployment are first-class concermns

M



L earmning
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O Merge pull request #1531 =

€ - C' | GitHub, Inc. [US] | https://github.com/serilog/serilog/commit/436e958e7 c9bdfef7ecOb34bc70a2adb58edcfc?

O [ This repository v @ Explore Gist Blog Help 1maﬂhewskelton +- ¥

serilog / serilog @ Unwatch~ 3 s Unstar 209 | Y Fork

Merge pull request #153 from ruba1987/feature/nlog-support Browse code

[Feature] NLog sink support
¥ master

ﬁ nblumhardt authored 4 da commit 436e958e7cobafefrecebasbe7eazasbsgescfcr
- 2 parents 1722ae@ + 7fe6@2E

Showing 7 changed files with 206 additions and & deletions. Show diff stats

HE Serilog.sln View

Microsoft Visual Studio Solution File, Format Version 12.

# Visual Studio 2813

-VisualStudieVersion = 12.8.21885.1

+VisualStudioVersion = 12.8.38324.0

MinimumVisualStudioVersien = 19.8.48213.1

Project("{2158E333-8FDC-42A3-9474-143956D46DE8}") = ) , "{837448DE-448B-4129-9F7A-89B42D883097E "
EndProject

EndProject
Project("{FAEB4ECE-381F-11D3-BF4B-BBCB4FTIEFECT") = "Serilog.Sinks.Raygun”, "src\Serilog.Sinks.Rayguniserilog.5inks.R
EndProject
+Project (" {FAEB4ECH-381F-11D3-BF4B-88CB4F7IEFBC}") = "Serilog.Sinks.NLog", “src\Serilog.Sinks.MLog\Serilog.S5inks.NLog.
+EndProject
Project("{FAEB4ECE-301F-11D3-BF4B-8BCB4F7IEFBC}") = "Serilog.SmokeTest™, "test\Serilog.SmokeTest\Serilog.SmokeTest.cs
EndProject
Project("{FAE@4ECE-381F-11D3-EF4B-@RCE4FT7IEFBCT") = "Serilog.Sinks.ApplicationInsights”, "src\Serilog.Sinks.4pplicati

= Debugl|any CPU
{BAEEC1AD- GE2B-49F6-A4CB-AID3IEICAEFA} .Release|Any CPU.ActiveCFg = Release|Any CPU
{B4EECLAD- GE2B-49FG-A4CR-A9D39EICHEFAT . Release|Any CPU.Build.@ = Release|any CPU




MINGWSE:!chatafGit::: BuildQualityln-content = =

Date: Mon Jun 16 16:38:
Steve - update notes
manuscript

= mit fh
uthor: agil <st
Date: Fri Jun 13 11:19:50 2014 +0100

Steve - toggle all contributors off until first draft received

manuscript/Book.txt
manuscript/glossary
commit
Merge:
Author: agilest
Date: Thu Jun 12 10:

Merge branch 'master' of i uild-quality-in/buildgualityin-content

mit

ge: 3calela 2
Author: Matthew Skelton <matthew.skelton@:
Date: Wed Jun 11 13:25:42 2014 +0100

Merged: Tweaks to summary to clarify purpose - "build and operate software" - and no dodgy space chars

ra

i 02b1f454 Ibel 3 f ( , matthewpskelton)
Author: Matthey 3

Date: Wed Jun 11 11:27:09 2014 +0100

Removing spurious space characters

summary . txt



L earning & tool choice

Bring people with you
Appreciate current skills
Prefer achievable gains now

Avoid fear of too-scary tools

M



Singleton tools

(or the ‘Prize Bull' approach)
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Singleton tools

Special database server

Costly log agg
Costly monito
Server configuratio

~.only In

regation

ing

N tooling

Production
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(f

Retter features”™?

Optimise globally across
the teams that need to
collaborate
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Singleton too

Breaks feedback (leaming) loop
from Production

Makes ClI/CD more difficult

Underestimates value of
collaporation and leaming

M



Conway's Law
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Vel Conway, 1968

"organizations which design

systems ... a

e constrained to

oroduce designs which are coplies

of the communication structures of
these organizations®

http://www.melconway.com/Home/Conwa

ys_Law.html
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Suth Malan, 2008

"It the architecture of the system
and the architecture of the
organization are at odds, the
architecture of the organization
wins”
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2-0-8
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[eam lopologies

topology. the study of places

[eam lopologies:

study of the placement of teams
(responsibilities, communication, shape)

Do ¢



Type 1 —Smooth Collaboration

Dev

Ops

M



Type 2 — Fully Embedded

D 2¢



Type 3 — Infrastructure-as-a-Service

Dev

DevOps

Ops

M



Type 4 — DevOps-as-a-Service

Dev

DevOps

Ops

M



Conway & Tool Choice

See the whole organisation as a
system that we're bullding

Separate tools for separate teams
Shared tools for collaborative teams

http://bit.ly/DevOpsTopologies 3
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How TO choose tools T

Continuous

or

Delivery a

DevOps

Value collaboration aspects

INsist on APIs and scripted deployments

Avoid a learming mountain: evolve tooling

Avold Production-only tools
Consider Conway's Law

(this list is

iIncomplete!)

gle

M



Build Quality In

bulldgualityin.com

Continuous Delivery
and DevOps
experience reports

edited by Steve Smith and Matthew Skelton

-urther reading

Continuous Delivery and DevOps
experience reports from 20 authors

/0% of royalties donated to Code Club

Discount for #gconlondon:
http://leanpub.com/buildgualityin/c/gconlondon2015

Six contributors from QCon London 2015 speakers:
Dave Farley
Rachel Laycock
Amy Phillips
Anna Shipman
Matthew Skelton
Philip Wills

+ 14 more



—urther reading

D/one 2015 Guide to
Continuous Delivery

THE GUIDE TO

CONTINUOUS http://bit.ly/DZoneCDreport
DELIVERY




Conway's Law & Continuous Delivery

* Allan Kelly - @allankellynet

 London Continuous Delivery
meetup group — January 2014

* hitps://vVimeo.com/channels/londoncd
LONDON

OOOOOOOOOO
EEEEEEEE



EFFECTIVE SOFTWARE OPERATIONS

}t SKELTON THATCHER

VWe help you to transform your
technology and teams
for the cloud
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[ hank you

matthewskelton.net / @matthewpskelton

HT: @Squire_Matt, @alan_parkinson

SKELTON THATCHER
EFFECTIVE SOFTWARE OPERATIONS

http://skeltonthatcher.com/
enquiries@skeltonthatcher.com
@SkeltonThatcher

144 (0)20 8242 4103

Slides are Copyright © 2015 Skelton Thatcher Consulting Ltd. All rights reserve d.
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