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Firstly, does it even matter?
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' Google

Q Everything
@ Images
W Videos
B News
@ Shopping

Larkspur, CA
Change location

All results

Skes with images
Relsted searches

More search tools

"sexual activity” site:fitbit.com X n
Abot 8 resuts (0.04 soconds) Advanced search
» Fitbit Profile -

waw. fitbit comuser/220P8H/activites - Cached
Calonies. Automatically calculate calones bumed. Sexual Activity. General, moderate effort.
started at 1:00 am. N/A 45 minutes 70 ...

Fitbit Profile

www fitbit com/user/222ZN6 - Cached

May 31, 2011 - Sexual Activity. General moderate effort. started at 10:45 pm. N/A 20
minutes 35. Total N/A 20 minutes 36 ...

Overall - Fitbit Profile

waww fithit comVuser/22CI9F - Cached

Aug 23, 2010 - Sexual Activity. General, moderate effort. started at 11:00 am. NA 1 hour 72
Total NIA 1 hour 72. Activity Records Mon Aug 23 2022:00 UTC ...

Overall - Fitbit Profile
waw, fithit. comuser/227QSS

Feb 13, 2010 - Sexual Activity. Passive, ight effort, kissing, hugging. N/A 10 minutes 9 ...
Sexual Activity. Active, vigorous effort. N/A 15 minutes 21 ..

Overall - Fitbit Profile

waw. fithit com/user/22B8GD - Cached

Calories. Automatically calculate calores bumed. Sexual Activity. General, moderate effort.
started at 12.00 am. N/A 30 minutes 37 ...

Overall - Fitbit Profile

www fittit com/user 228041 - Cached

May 12, 2010 - Sexual Activity. Active, vigorous efiort. started at 10:30 pm. N/A 30 minctes
50, Total N/A 30 minutes 50 .




My three rules for loT security

1. Don’t be stupid
e 2. Be smart

3. Think about what’s different



My three rules for loT security

1. Don’t be stupid

— The basics of Internet security haven’t gone away

e 2. Be smart

— Use the best practice from the Internet
* 3. Think about what’s different

— What are the unique challenges of your device?



m e
News Sport Guilty Pleasures Entertainment Life & Style

W UK World Weird Money Tech

A fridge full of spam: Hacked domestic
appliances send a torrent of junk email
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! Search Queries

inurl:Aview.shtml
inurl:ViewerFrame?Mode=
inurl:ViewerFrame?Mode=Refresh
inurl:view/index.shtmi
inurl:view/view.shtml

liveapplet

intitle:"live view" intitle:axis
intitle:liveapplet

allintitte:"Network Camera NetworkCamera”
intitle:axis intitle:"video server”’
intitle:liveapplet inurl:LvAppl
intitte:"EvoCam” inurl:"webcam.html”
intitle:"Live NetSnap Cam-Server feed”
intitle:"Live View /- AXIS 206M”
intitle:"Live View /- AXIS 206W"
intitle:"Live View /- AXIS 210"
inurl:indexFrame.shtml Axis
intitle:start inurl:cgistart
intitle:"WJ-NT 104 Main Page”
intitle:snc-z20 inurl:home/
intitle:snc-cs3 inurl:home/
intitle:snc-rz30 inurl:home/

“Google
Hacking”



When 'Smart Homes' Get Hacked: I Haunted

A Complete Stranger's House Via
The Internet

" i
v 27 & . #. 4» <, 24comments, 10 called-out + Comment Now + Follow Comments

“I can see all of the devices in your home and I think I can control them,” I said to
Thomas Hatley, a complete stranger in Oregon who I had rudely awoken with an
early phone call on a Thursday morning.

He and his wife were still in bed. Expressing surprise, he asked me to try to turn the
master bedroom lights on and off. Sitting in my living room in San Francisco, I
flipped the light switch with a click, and resisted the Poltergeist-like temptation to
turn the television on as well.

“They just came on and now they’re off,” he said. “I'll be darned.”

http://www.forbes.com/sites/kashmirhill/2013/07/26/smart-homes-hack/



http://www.forbes.com/sites/kashmirhill/2013/07/26/smart-homes-hack/

1998

Realized that session cookies needed to be
tied to user sessions

— Scenario: Attacker has a valid login, but changes
their cookie

— Gets access to another user’s account



February 2015

Mosquitto 1.4 Release Notes

* When a durable client reconnects, its queued
messages are now checked against ACLs in

case of a change in username/ACL state since
it [ast connected.






So what is different about loT?

The longevity of the device

— Updates are harder (or impossible)
The size of the device

— Capabilities are limited — especially around crypto
The fact there is a device

— Usually no Ul for entering userids and passwords
The data

— Often highly personal
The mindset

— Appliance manufacturers don’t think like security experts

— Embedded systems are often developed by grabbing existing
chips, designs, etc



Physical Hacks

A Practical Attack on the MIFARE Classic:
http://www.cs.ru.nl/~flaviog/publications/Attack.MIFARE.pdf
Karsten Nohl and Henryk Plotz. MIFARE, Little Security, Despite Obscurity



UltraReset

https://intrepidusgroup.com/insight/2012/09/ultrareset-bypassing-nfc-access-control-with-your-smartphone/
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MCU Crack DSPCrack AVR Crack CPLD Crack FPGACrack IC Crack

Keywords Search ~% Sitemap |

You are here: IC Attack, MCU Crack, Chip Extract, Microcontroller Unlock Service Provider
lash content reverse engineering pic mcu hex file restore avr mcu flash content restore avr mcu encrypt program clone avr mct

Product Categories Hot Products

» MCU Crack
» DSP Crack
» AVR Crack
» CPLD Crack
» FPGA Crack
» IC Crack

MCU Crack Reverse MCU IC Unlock Microprocessor  Decipher Decode Microprocessor
Live Support Chat Renesas IC Fujitsu MBSOF867ES  Microprocessor IC IC Microchip
R5F2L388CNFP 16-Bit Proprietary Motorola MC9S12B128 PIC18F258 — 28/40-Pin

PIC18F67K22

-
Customer Testimonials
a Hack Chip Microchip Reverse AVR Crack AVR Hack AVR Copy AVR
gy’ - e i PIC18F67K22 64/80-  Microcontroller Atme!  Microcontroller Atme!  Microcontroller Atmel  Microcontroller Atmel

business relationship we share Pin 1-Mbit Enhanced ATTINY4313 8-Bit ATTINY4313 8-Bit ATMEGAS8535 8-8it ATMEGABSS535 8-8it



Or try this at home?
http://freo.me/1g15BiG
Atmel AVR High Voltage Fuse Reset on a Breadboard

Submitted by pomprocker on December 19, 2008 - 2:48am.

Here is what happens when you don't plan well...A big hairy mess.

Parts:

1 - Breadboard

1 - Set of breadboard jumper wires

2 - ATmegas (one good one, and the one you're locked out of)

2 - Regulated power sources, 12vdc and Svdc

1-LED

1 - 2N3903 or 2N3904 transistor (available at Radio Shack)

1 - Tactile/Momentary Button (Omron B3F-1000 is a popular one, can be stuck into a breadboard)
20 - 1K Ohm Resistors, 1/4 watt is fine.



http://freo.me/1g15BiG

Technical Report B~
Number 630

a-B UNIVERSITY OF
{¥ CAMBRIDGE

Computer Laboratory

Semi-invasive attacks —
A new approach to
hardware security analysis

Sergei P. Skorobogatov

http://www.cl.cam.ac.uk/techreports/UCAM-CL-TR-630.html



http://www.cl.cam.ac.uk/techreports/UCAM-CL-TR-630.html

Hardware recommendations

* Don’t rely on obscurity



Hardware recommendations

Don’t rely on obscurity
Don’t rely on obscurity
Don’t rely on obscurity
Don’t rely on obscurity
Don’t rely on obscurity
Don’t rely on obscurity

Don’t rely on obscurity



Hardware Recommendation #2

* Unlocking a single device should risk only that
device’s data



The Network




Crypto on small devices

* Practical Considerations and Implementation
Experiences in Securing Smart Object Networks

— http://tools.ietf.org/html/draft-aks-crypto-sensors-02

. Fo i i o e o e o i e P -
| Key | Execution | Memory | Execution | Memory |
| length | time (ms); | footprint | time (ms); | footprint |
| (bits) | key in SRAM | (bytes); key | key in ROM | (bytes); key |
| | | in SRAM | | in ROM |
P T SRR R RS S e T e e +
| 64 | 66 | 40 | 70 | 32 |
| 128 | 124 | 80 | 459 | 64 |
| 512 | "08% 320 | 27,348 | 256 |
| 1,024 199,666 640 | 218,367 | 512 |
| 2,048 (] 1,587,559 1,280 | 1,740,267 | 1,024 |
. S ——— T —— . R — T ——— -~

RSA private key operation performance


http://tools.ietf.org/html/draft-aks-crypto-sensors-02

ROM requirements

e e +
Library ROM Footprint (Kilobytes)
e ——— Femr - +
AvrCryptolib 3.6
Wiselib 16
TinyECC 18
Relic-toolkit 29
e ——— Fem - +

Summary of library ROM needs



ECC is possible
(and about fast enough)

tmmm— et et ———————————— Fomm e ————————— +
| Curve Execution Memory Comparable RSA |
| parameters time (ms) Footprint key length |
| (bytes) |

ECDSA signature performance with TinyECC



Crypto
Systemtype  [Suchas  [Wilitwork? |Theissue |

Mid-high end Anything ARM With some effort Library, key and
embedded based (e.g. STM cipher suite
Discovery, Tl wrangling
Stellaris) inc.
Arduino Due

Borrowed from Chris Swan:
http://www.slideshare.net/cpswan/security-protocols-in-constrained-environments/13



Won’t ARM just solve this problem?

00000000 000000~ 900 { mouno.cc
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Cost matters

8 bits 32 bits
S5 retail S25 retail
S1 or less to embed S?? to embed



Another option?

/ltmeL ATECC108

Atmel CryptoAuthentication

SUMMARY DATASHEET
Features

* Secure authentication and product validation device

High-Speed Public Key Algorithm (PKI) Crypto Engine
» FIPS186-3 Elliptic Curve Digital Signature Algorithm (ECDSA)

NIST Standard P256, B283, and K283 Elliptic Curve support
Superlor SHA-256 Hash Algorithm; HMAC option

Integrated capabillity for both Host and Client operations

Best In class 256/283-bit key length, storage for up to 16 keys
Guaranteed unique 72-bit serial number

Internal high-quality FIPS Random Number Generator (RNG)
8.5Kb EEPROM memory for keys, certificates, and data

B12 One Time Proarammable (OTP) hite for fixed Infarmation or



SIMON and SPECK

SIMON and SPECK: New NSA Encryption Algorithms
The NSA has published some new symmetric algorithms:

Abstract: In this paper we propose two families of block ciphers, SIMON and SPECK, each
of which comes in a variety of widths and key sizes. While many lightweight block ciphers
exist, most were designed to perform well on a single platform and were not meant to
provide high performance across a range of devices. The aim of SIMON and SPECK is to fill
the need for secure, flexible, and analyzable lightweight block ciphers. Each offers
excellent performance on hardware and software platforms, is flexible enough to admit a
variety of implementations on a given platform, and is amenable to analysis using existing
techniques. Both perform exceptionally well across the full spectrum of lightweight
applications, but SIMON is tuned for optimal performance in hardware, and SPECK for
optimal performance in software.

It's always fascinating to study NSA-designed ciphers. I was particularly interested in the algorithms'

similarity to Threefish, and how they improved on what we did. I was most impressed with their key

schedule. I am always impressed with how the NSA does key schedules. And I enjoyed the discussion
of requirements. Missing, of course, is any cryptanalytic analysis.

I don't know anything about the context of this paper. Why was the work done, and why is it being
made public? I'm curious.

https://www.schneier.com/blog/archives/2013/07/simon and speck.html



https://www.schneier.com/blog/archives/2013/07/simon_and_speck.html

Datagram Transport Layer Security
(DTLS)

 UDP based equivalent to TLS
* https://tools.ietf.org/html/rfc4347

F e +
DTLS

e ————— e ————— +
ROM RAM

S o —— o —— +
State Machine 8.15 1.9
Cryptography 3.3 1.5
Key Management 1.0 0.0
DTLS Record Layer 3.7 0.5

e - e ————— e ————— +
TOTAL 16.15 3.9

S S S +

Table 1: Memory Requirements in KB


https://tools.ietf.org/html/rfc4347

Key distribution




How do you distribute keys to devices?

e Usually at manufacture time
* Complex to update

 What about expiration?






Passwords

* Passwords suck for humans
* They suck even more for devices






900‘ @ ongoing by Tim Bray - Hor % |
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C f G https://www.tbray.org/ongoing/When/201x/2013/05/24/Access-Token-Hotel-... 57 ® &« w O

Hotel Token P—

An OAuth 2 access token is like a hotel-room key card.

It gives access, all by itself without further
checking, to a particular resource (in this case,
room 238 at the Omni Interlocken in Denver. )
Check.

It's issued to a particular person, who has to be
authenticated first (like by showing my driver's
license at the check-in. ) Check.

Nothing on the outside tells you who it's been
issued to or what it's for. Check.

It's not obscured or encrypted, so you have to
take good care of it (if a bad guy got it and knew
what it was for, he could get into my hotel
room and rob me blind. ) Check.

You can give it to someone else and have them access the resource for you
(like giving a colleague the card and asking them to go up to your room and
get the VGA dongle that you stupidly left on the desk. ) Check.

If you lose it, you can go back to the issuer and get another one which is func-
tionally identical (somehow it wasn't there when you got back from the bar,
but the front desk can get you another, assuming you have your wallet and
ID. ) Check.

It expires after a while. (I gave it back to the front desk when I left because I
knew it wouldn't be useful any more. ) Check.

ongoing

What this is -

Truth - Biz - Tech
author - Dad - software -
colophon - rights

May 24, 2013
- Technology (76 fragments)
- « Identity (39 more)

By Tim Bray.

I work for Google, but the
opinions expressed here are
my own, and no other party

necessarily agrees with them.

A full disclosure of my
professional interests is
on the author page.
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®0e Twitter / Authorize an application »
. https://api.twitter.com/oauth/authorize?oauth_token=iYhOu94G576fAQXMn0OzcdQJcYe9rzt2lyhQsX6fTX8

Authorize The Visitor Widget

to use your account? %,

The Visitor Widget

This application will be able to:
twittercounter.com

« Read Tweets from your timeline.

The #1 Twitter statistics site.
« See who you follow, and follow new people.

» Update your profile.
» Post Tweets for you.

GG FCE:-T | Cancel

This application will not be able to:

» Access your direct messages.
« See your Twitter password.

You can revoke access to any application at any time from the Applications tab of your Settings page.

By authorizing an application you continue to operate under Twitter's Terms of Service. In particular, some
usage information will be shared back with Twitter. For more, see our Privacy Policy.




Why Federated Identity for loT?

e Can enable a meaningful consent mechanism
for sharing of device data

* Giving a device a token to use on API calls
better than giving it a password

— Revokable
— Granular

* May be relevant for both
— Device to cloud
— Cloud to app



Why really?

Your loT data privacy should not rely on the
maker of a specific device



Relying on the maker of your device?

Superfish Malware

KLHS HTTPS
Bad Guys!_
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Hello, Little Printer.

Little Printer is the delightful web-connected printer that lives in your home.

Watch the video @ ' Fgefhllp?;‘?g' Buy now




Developer

Web Authorization Tool |

i mosquitto_pyauth I

maqtt_auth_oauth2

CMD

4
AuthorizationApp

Authorization Serve
(WSO2 Identity Server)

Q Q
/""" T
i AccessToken I i Authorization ' i OAuthintrospection '

Q
sm{ 3




Device to Cloud

 Put an OAuth2 token on the device
e Set the “scope” to be limited

— This device can publish to this topic

e Support refresh model
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Oﬂe 1) WSO2 Management Cons: % \Q»'

& C AN (X hups/ /Iocalhost:9443/carbon/oaulh/edit.jsp?consumerkeyzoefnUnEFx9tyLr9MwHykl8x0nga R LSRRI . |
i apps B WS02, Inc. - Calenc M inbox (21,796) - pi [z Inbox (141,218) - = 4 Inbox (291) - paul .  #bitmark  Read Later [ swff

dentity Server Management Console
V Signed-in as: admin@carbon.super | Sign-out | Docs | About

.

Home
—|  Home > Manage > OAuth > Application Settings © Help

Entitlement . ; : e
% pAP View/Update application settings

T Policy Administration Application Senines

“® Policy Publish
% roP OAuth Verslon OAuth-2.0

T Policy View Application Name* matt-oauth2

# Extension Callback Url* http:/ /localhost: 8080/ test
™ Code ¥ Implicit @ Password & Client Credential @ Refresh Token & SAML

6 Trylt Allowed Crant Types

Q Search Client Id oefnUnEFx9tyLrOMwHyki8x0Vgga
Manage _ Client Secret QEIVFENMRF72pyQEKriIRToZoMUa

@ samLSso Access Token Url https:/ /localhost:9443 /oauth2 /token
& OAuth

% sam

A Security Token Service I ! :
Update| Cancel
€ Shurdown/Restart -

Authorize Uri https://localhost:9443 foauth2 /authorize

Registry
> Browse

& Search

My ldentity
&7 My profiles




Cloud to App

 The same technology can be used to enable
some app to subscribe to a specific topic

e Much easier than with Arduino!



Lessons learnt

OAuth?2 Token lengths are usually ok (no promise though)
— Openld Connect much larger

Registration is hard

MQTT and MPU / 12C code is 97% of Duemilanove
— Adding the final logic to do OAuth2 flow pushed it to 99%
— No TLS in this demo is a big issue

Different OAuth2 implementations behave differently
— Need to disable updating the refresh token with every refresh

Need to be able to update the scope of token if this will work
for long term embedded devices

MQTT needs some better designed patterns for RPC
— Standardised



More information

http://pzf.fremantle.org/2013/11/using-

oauth-20-with-mqtt.html

i Using CAuth 2.0 with MQTT
14
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Federated Identity and Access Management for
the Internet of Things
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Openld Connect

/' § Account Chooser x '\‘._é '
&  C # [ hitps://www.accountchooser.com
i Apps 8 Ws02, Inc. - Calen:  [M] Inbox (21,796) - po [l Inbox (141,218) - ¢ {4l Inbox (201) - paul | | #bitmark Read Later [ stuff

Your accounts

Click on any account to delete it from the
OpenlD account chooser

Paul Fremantle
8 paul@fremantie.org

Paul Fremantle
pzfreo@gmail.com

Paul Fremantle
fi paul@fremantie.org

Copyright 2014 OpenlID Foundation About Account Chooser Privacy Policy
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Aliguam tincidunt ante et sem luctus facilisis
Curabitur ligula sem, porta sit amet nibh nec

Duls est ante, dictum et volutpat eget,

TOM |S D'RECTLY LOGGED lN vulputate ac massa. In eget sodales risus

Nunc in nulla nec nulla auctor semper id at

NO USERNAME OR pASSWORD REOUIRED ante. Nulla auctor malesuada orcl, quis

gravida libero volutpat ac. Donec ut tempus




Are you creating the next
privacy breach?



exemplar
/1g'zempla,eg-/ )

1. a person or thing serving as a typical example or appropriate model.
"the place is an exemplar of multicultural Britain"
synonyms: epitome, perfect example, shining example, model, paragon, ideal,
type, exemplification, definitive example, textbook example,
embodiment, essence, quintessence; More



Summary

* Think about security with your next device

* We as a community need to make sure that
the next generation of loT devices are secure

 We need to create exemplars
— Shields
— Libraries
— Server software
— Standards



-http://upload.wikimedia.org/wikipedia/commons/g/c8/Thank_you_OOl.jpg



