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About Axel Fontaine

* Founder and CEO of Boxfuse
 Over 15 years industry experience
* Continuous Delivery expert

» Regular speaker at tech conferences

* JavaOne RockStar
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sometime in the 20" century ...
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v OS Install
v OS Patching
v App Install
v App Updates

Challenges

v' Procurement
v Vendor Mgmt

v" Capacity Plan.

v" Financing
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v App Updates v" Financing

® Hours @ Days or Weeks
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Challenges

ROOT — 4

SERVER
v OS Install v Procurement
v OS Patching v Vendor Mgmt
v App Install v" Capacity Plan.

v App Updates v" Financing

® Hours @ Days or Weeks
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Let’s talk about software

v OS Install
v" OS Patching
v App Install
v App Updates
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POLL:
which level of automation are you at?

Build

Unit Tests

Continuous Integration

Acceptance Tests

Continuous Deployment (Code)

Continuous Deployment (Code + DB + Configuration)
Infrastructure
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e One immutable unit
* Regenerated afte
* Promoted from E

Classic Mistake: Build per Environment
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artifactory
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Any difference is a potential source of errors
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If I had asked my

customers what they
wanted they would have
said a faster horse.

Henry Ford
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fast forward to 2016 ...
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Every day, AWS adds

enough server capacity
to power the whole $7B
enterprise Amazon.com

was in 2004.
Weekends included.

_ s
wisamazon

g
WP webservices
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Shift to a world of abundance
(no more resource scarcity)

& box



Control Plane Data Plane
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Nl AWS -

EC2 Dashhoard

Services v  Edit v Axel Fontaine »

Resources

Additional Information

Service Health C* Scheduled Events

Service Status:

EU Central (Frankfurt):

Control Plane

Frankfurt ~

¢ Account Attributes €

Feedback

& box

Tasks: 255 total,
%Cpui=): 1.4 us,
KiB Mem: 16342820
KiB Swap: 8384444
USER
15573 jenkins2 2
1617 root 2
1756 jenkins 2
19796 jenkins2 20
11 root 2
1628 root 20
1850 www-data 2
27479 jenkins 20
1 root 2
2 root 20
3 root 20
5 root a
T root
8 root 20
8 root 2
10 root 20
12 root 20
13 root 2
14 root 20

axel@Ubuntu-1204-precise-64-minimal: ~

top — 21:47:01 up 103 days, 2:00,
1 running, 254 sleeping,

1 user, load awverage: 1.25,
0 stopped,
0.0 ni, 96.8 id, 0.0 wa, 0.0 hi,

3454872 free,

1.7 =v,

total, 12887948 used,

1.23, 1.23

0 zombie
0.0 =i,
400584 buffers

0.0 st

total, 7890556 used, 7593488 free. 3392548 cached Mem
5 " TIME+ CCMMAND

0 2762088 215316 176368 5 7.3 1.3 B19:06.17 VBoxHeadle+

0 604560 293448 1008 S5 5.0 0.2 3931:45 vmnet-natd

0 9051224 1.312g 8608 5 0.7 8.4 249:55.18 java

0 9382268 1.873g 8368 5 0.7 12.0 211:08.84 java

0 4] 0 0 s 0.3 0.0 14:28.34 rcuos/3

a 19280 460 324 5 0.3 0.0 163:06.10 vmnet—dhecpd

s] 90580 1212 928 5 0.3 0.0 5:59.48 nginx

0 7641308 508372 12652 5 0.3 3.1 4:07.51 java

s] 33588 25492 1340 5 0.0 0.0 1:43.76 init

0 4] 0 0 s 0.0 0.0 0:00.58 kthreadd

a 0 o] o5 a.0 0.0 1:02.51 ksoftirgd/0
-20 [4] o] o5 0.0 0.0 0:00.00 kworker/O:+

0 0 Q [ ] 0.0 0.0 20:45.32 rcu sched

a 0 o] o5 a.0 0.0 9:13.43 rcuos/0

0 4] 0 0 s 0.0 0.0 7:35.49 rcuos/1

a 0 o] o5 a.0 0.0 6:36.96 rcuos/2

1] 1] a 05 0.0 0.0 3:54.80 rcuos/4

0 4] 0 0 s 0.0 0.0 4:44.39 rcuos/S

a 0 o] o5 a.0 0.0 3:40.66 rcuos/é

Data Plane
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Nl AWS -

EC2 Dashhoard

Services v  Edit v

Resources

vice Health * Scheduled Events

Service Status:

EU Central (Frankfurt):

Automate
Provisionin

Axel Fontaine v Frankfurt v

¢ Account Attributes €

Information

Feedback
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axel@Ubuntu-1204-precise-64-minimal: ~

top — 21:47:01 up 103 Aavs, 2:00, 1 user, load average: 1.25, 1
Tasks: 255 total, I ning, 254 sleeping, 0 stopped, 0 zg
%Cpui=): 1.4 us, 1.7 0.0 ni, 96.8 id, 0.0 wa, 0.0 hi )
EiB Mem: 16342820 total, 97948 used, 3454872 free, 40
KiE Swap: 8384444 total, 956 used, T593488 free. 2
USER TIME+
15573 jenkins2 2 0 2762088 2% 176368 5 17.3 > B19:06.17
1617 root 2 0 604560 2945 1008 S5 ’ 2.2 3931:45
1756 jenkins 2 0 9051224 1.,312¢ 08 8 8.4 249:55.18
19796 jenkins2 20 0 9382268 1.873g P .7 12.0 211:08.84
11 root 2 0 4] 0 0.3 0.0 14:28.34
1628 root 20 a 19280 460 y 0.3 0.0 163:06.10
1850 www-data 2 s] 90580 1212 0.3 0.0 5:59.48
27479 jenkins 20 0 7641308 508372 =2 5 3 3.1 4:07.51
1 root 2 s] 33588 257 1340 5 0.0 1:43.76
2 root 20 0 4] 0 s s . 0 0:00.58
3 root 20 a 0 il o5 0.0 N 1:02.51
5 root o -20 y o] o5 0.0 0:00.00
T root 0 0 0 s 0.0 0.¢ 1:45,32
& root 20 a o] o5 a.0 0.0 13.43
9 root 2 0 [4] 0 0 s 0.0 0.0 49
10 root 20 0 o] o5 a.0 0.0 612 o
12 root 20 v [4] o] o5 0.0 0.0 3:54
13 root 2 0 4] 0 0 s 0.0 0.0 4:44,39
14 root 20 a 0 o] o5 a.0 0.0 3:40.66

zi, 0.0 =t

buffers
<8 cached Mem

COMMAND

VBoxHeadle+
vmnet-natd
java

java
rcuos/3
vmnet—-dhepd
nginx

java

init
kthreadd
kaoftirgd/0
kworker/0:+
rcu_ sched
rouos/0
rcuos/1
rouos/2
rcuos/ 4
rcuos/5
rouos/6

Cost-driven
Architectures



it is time to rethink the faster horse
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artifactory
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artifactory

Undifferentiated
Heavy lifting
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artifactory
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imisamazon

WP webservices
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artifactory
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Machine MaChine
s Image
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waramazon

WP webservices
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¥ webservices ¥ webservices
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but there is one big problem left ...
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Running servers in
production should be like
going backpacking. You
take the bare minimum
with you. Anything else
is going to hurt.

A Wise Man
& box



what i |
s really adding business value ??7?
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who is this for 2?7
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12-factor app
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What are the implications ??7?
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Focus shift

InNstance  m—) Service

Individual instances become disposable
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Treat servers like cattle instead of pets

& boxfuse



for servers is dead!
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high uptime is a liability

Y axel@Ubuntu-1204-precise-64-minimal: ~

=

axel @fUbuntu-1204-precise—-64-minimal : ~% uptime -p
Z2 hours, 47 minutes

up 14 weeks, S davys,
axel @Ubuntu-1204-precise—-64-minimal:~$ |

The longer an instance is up,
the harder it becomes to recreate exactly

(and it will fail eventually!)
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How to solve service discovery ?

?~
Use a stable
entry point

with an
internal registry
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What about security ?

When was the last time your toaster got hacked?
& box



What about security ?

Complexity is the Enemy of Security
& box



What about security ?

» Smallest possible attack surface

* Vastly reduced implications due to low
uptime and transient nature of instances

» Very difficult to exploit other systems
because essential tooling is missing

@ boxfuse



what about configuration 277

* Bake as much configuration as
possible for all environments
directly in the Bootable App

* Use environment detection
and auto-configuration

& box



what about configuration 277

* Bake as much configuration as

M JDBC URL jdhc:...

» Use environment detection
and auto-configuration

* Pass configuration .
. iisamazon
at sta €Xpose 1t as s v?eb grw(c)es

environment variables

@ boxfuse



what about the database ???

AA
o

A.A'

. Keﬂp .persmtent state out of thie instance,

ANEN A

A Ading the database
A=A

s bce one of the many gocﬁlosted solutions
able like Amazon'KDS or Google Cloud SQL

N

.

=
Q

-
tJse a database rgratlon tool to update the

schema on applicaticn startup
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pataboutthelogs???
.nyserver

tall -f server.log

ssh me@inyserver?2
tail -f server.log

ssh me@ryserver3
tail -f s¢rver.log
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log server

where logs can be

aggregated

stored and backuped
indexed

searched



what about sessions ??7?

Keep session in an encrypted and signed cookie

avolc
avolC

S session timeouts
s server clustering & session replication

avold

s sticky sessions & server affinity
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what a i
bout rolling out new versions ??7?
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Availability Zone 1

.

Availability Zone 2
@ boxfuse



Availability Zone 1

Availability Zone 2
@ boxfuse



Availability Zone 1

Availability Zone 2
@ boxfuse



Availability Zone 1

Availability Zone 2
@ boxfuse



what about containers ??7?
(as in OS-level virtualization)
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understanding modern CPUs

Both Intel and AMD have
hardware support for virtualization

* isolation
» performance penalty

& box



on prem

your

responsibility

VM Container
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VM

cloud

é )
. J

Container
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cloud

O« B i

your

container container containers container container resp0n5|b|||ty

images  scheduling volumes  networking

(::) {;E: III |iihi cloud

machine instance Instances instance Instance re5p0n5|b|||ty

images  scheduling volumes  networking
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1.5 months of t2.nano
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1 hour of t2.nano
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Only makes sense if
cloud you cannot afford

0.5p/hour
O« B s

granularity

your

container container containers container container respOnSIblllty

images  scheduling volumes  networking

(::) {:E; III |iihi cloud

machine instance Instances instance Instance re5p0n5|b|||ty

images  scheduling volumes  networking
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summary
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e One immutable unit
* Regenerated after every change
* Promoted from Environment to Environment

Classic Mistake: Build per Environment

& box



One immutable unit

Regenerated after every change

Promoted from Environment to Environment
UJse Minimal Images

~ocus on Cost in your architecture
Classic Mistake: Build per Environment

@ boxfuse



@

boxfuse

boxfuse.com



THANKS



\# = AXEL FONTAINE
- \ W @axelfontaine

rLL BE BACK

) box

boxfuse.com



