Avoiding alerts overload
from microservices
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m Pingdom 2:02 PN
Content APIV2 Content - PROD UK backend is down
prod-uk-up.ft.com e View details

UPP Prod Delivery UK: Image Publish Aggregate Healthcheck is down
prod-uk-up.ft.com e View details

Content API V2 Content - PROD UK backend is up
prod-uk-up.ft.com e View details

UPP Prod Publishing Active: Aggregate Healthcheck is down (Incident #55002)

pub-prod-up.ft.com e View delails

UPP Prod Delivery UK: Image Publish Aggregate Healthcheck is down (Incident
#55004)
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Content API V2 Content - PROD UK backend is down
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Content API V2 Enriched Content - PROD UK backend is down
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Content APIV2 Content - PROD UK backend is up
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PagerDuty Texts

ALRT #2117, #2119 on UPP
Platinum. Reply 4:Ack all,
6:Resolv all

2 (of 2) acknowledged. You are
now assigned 0 triggered
Incidents

ALRT #2123, #2124 on UPP
Platinum. Reply 14:Ack all,
16:Resolv all

2 (of 2) acknowledged. You are
now assigned 0 triggered
Incidents

ALRT #2129 on UPP Platinum:
Pingdom Alert: incident
#29747 is open for Content API




Knowing when there’s a problem isn’'t enough
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You only want an alert when you
need to take action



Hello
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Monitoring this system...

@sarahjwells
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‘microservices (n,pl): an efficient
device for transforming business
problems into distributed transaction

problems”
@drsnooks



https://twitter.com/drsnooks

The services *themselves™ are simple...

@sarahjwells



There’s a lot of complexity around them

@sarahjwells



Why do they make monitoring harder?
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You have a lot more services
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99 functional microservices

350 running instances
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52 non functional services

218 running Instances
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That's 568 separate services
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If we checked each service every minute...
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817,920 checks per day
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What about system checks?
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16,358,400 checks per day

@sarahjwells



“*One-in-a-million” issues would hit us 16 times
every day
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Running containers on shared VMs reduces this
to 92,160 system checks per day

@sarahjwells



For a total of 910,080 checks per day

@sarahjwells



It's a distributed system

@sarahjwells



Services are not independent

@sarahjwells
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http://devopsreactions.tumblr.com/post/122408751191/alerts-when-

an-outage-starts



http://devopsreactions.tumblr.com/post/122408751191/alerts-when-an-outage-starts
http://devopsreactions.tumblr.com/post/122408751191/alerts-when-an-outage-starts

You have to change how you think about
monitoring

@sarahjwells



How can you make it better?






The basic tools you neead
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Log aggregation
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splunk >  App: Search & Reporting

Search Pivot Status v
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Logs go missing or get delayed more now
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Which means log based alerts may miss stuff
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Monitoring
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Service Status Totals
Ok Warning Unknown Critical Pending

mo] o [ o |2 o
All Problems All Types
982

Host Status Totals
Up Down Unreachable Pending

la8][ o 0 0

All Problems All Types

View History For all hosts 0 48 <
View Notifications For All Hosts
View Host Status Detail For All Hosts

Current Network Status

Last Updated: Sun Sep 20 16:26:49 GMT 2015
Updated every 90 seconds

Nagios® Core™ 3.3.1 - www.nagios.org
Logged in as nagiosadmin

Contact:
contentplatform.nagios.alei

General

Service Status Details For All Hosts

@ Home
@ Documentation

Current Status Host *# Service *¥ Status #% LastCheck #%  Duration #%  Attempt #% Status Information
® Tactical Overview app01-api-policy-component-iw-uk-p.content-platform prod.cloud f.com @)  CPU M [0k 20-09-2015 16:21:57 88d 130 31mdds 173 OK: CPU Idle = 98.56%
® Map DNS: resolve nt i-polii ' : i
3 p.svc.ft.com on app01-api-policy-component-iw-uk-p.content- . DNS OK: 0.008 seconds response time. ntp.svc.ft.c
: *S'::isces platform prod.cloud.ft.com h - e 10.117.101.254,10.118.101.254,10.160.70.4
@ Host Groups Disk: / M [0k 20092015 16:26:45 794 17h 18m3s 113 DISK OK - free space: / 7876 MB (83% inode=91%
e Summary Disk: /boot 20-09-2015 16:23:23 88d 13h 31m33s 113 DISK OK - free space: /boot 360 MB (77% inode=S
Grid
. M
® Service Groups Disk: fvar M [OKT ] 20-09-2015 16:25:51 52d 16h 16m 47s 173 DISK OK - free space: /var 8744 MB (92% inode=¢
e Summa : output matched .
s HTTP: ftapp06096-lvivi-uk-p:8081/healthcheck:OK:200:1:2.0:2.0 " 20-09-2015 16:26:34 2d6h12m26s 173 HTTP OK: Stahus fns oulput malched 200" - 2521
« Grid i time
o
Fr%l;'fv'i'lzs (Unhandied) Load ™[Ok 20-09-2015 16:25:54 794 17h 18m 30s 173 OK - load average: 0.00, 0.00, 0.00
e Hosts (Unhandled) NTP: ntp.svc.ft.com ™[Ok 20092015 16:23:47 21d 18h 13m26s 173 NTP OK: Offset -0.0002371072769 secs
(') gi‘:ﬁ Outages Service: crond ™ [OKT T 20-09-2015 16:24:03 88d 13h31m29s 173 crond (pid 1375) is running. .
U archn:
Service: nrpe ™[Ok 20-09-2015 16:26:35 88d 13h29m39s 172 nrpe (pid 10586 10585 1206) is running. .
Service: nscd ™[Ok 20-09-2015 16:24:17 88d 13h30m 10s 173 nscd (pid 1149) is running. .
T Service: ntpd M [0k | 20-09-201516:22:36 88d 13h29m9s 13 ntpd (pid 1195) is running...
@ Availability Service: pe-mollective M [0k 20-09-2015 16:26:28 88d 13 30m9s 13 meollectived (pid 6225) is running...
: I\flza‘;s Service: pe-puppet N[Ok 20092015 16:24:19 53d3n17m29s 113 puppet (pid 30204) is running. .
« History Service: rsyslog M [0k 20-09-2015 16:24:29 88d 13h30m 125 173 rsyslogd (pid 1012) is running...
. 39?”‘3” Service: splunk ™[Ok 20092015 16:26:32 88d 13h29m6s 113 Splunk status:
« Histogram
@ Notifications Service: sshd M [0k 20092015 16:21:50 88d 13h29m9s 173 openssh-daemon (pid 1184) is running...
® Event Log Swap ™[Ok 20092015 16:25:41 79d17h 18m4s 113 SWAP OK - 99% free (2013 MB out of 2047 MB)
System app01-binary-ingester-iw-uk.content-platform.prod.cloud.ft.com ‘ CPU 3 - 20-09-2015 16:24:30 79d 17Th 18m21s  1/3 OK: CPU Idle = 99.06%
©® Comments S . DNS OK: 0.010 seconds response time. ntp.sve.ft.c
@ Downtime DNS: resolve ntp.svc.ft.com on app01-binary-ingester-iw-uk.content-platform.prod.cloud.ft.com ﬁ - 20-09-2015 16:23:58 88d 13h29m 14s 1/3 10.117.101.254,10.118.101.254,10.160.70.4
: g;‘:fc:rsnf;:::‘; nfo Disk: / M [0k 20092015 16:26:32 88d 13h29m 34s 173 DISK OK - free space: / 7666 MB (81% inode=91%
@ Scheduling Queue Disk: /boot ™[Ok 20092015 16:26:41 88d 13h31m51s 173 DISK OK - free space: /boot 360 MB (77% inode=S
@ Configuration Disk: fvar ™[Ok 20-09-2015 16:25:51 88d 13h29m 38s 173 DISK OK - free space: fvar 9109 MB (96% inode=S
HTTP: flapp06144-livi-uk-p:8081/heakthcheck OK:200:1:1.0:1.5 M [ - 20-09-2015 162222 4d2h9m26s 13 :EP B L R R
HTTP: localhost:8080/build-info:binary-ingester-service:200:1:1.0:1.5 M [ - 20-09-2015 16:23:23 88d 13h 20m 17s 173 ::I;rp E R L
HTTP: localhost:8081/ping:pong:200:1:1.0:1.5 M [ - 20-09-2015 16:26:29 79d 17h 18m8s 113 ::P SR L L
Load [ [0k ] 20-09-201516:26:34 794 17h 18m 31s 113 OK - load average: 0.00, 0.00, 0.00
NTP: ntp.sve.f.com [ [OK ] 20-09-201516:2428 22d23h28m4ds 13 NTP OK: Offset -0.0004309415817 secs
Service: crond [ [OK T 20-09-2015 16:2420 884 13n29m9s /3 crond (pid 1354) is running...
= o S S ——— ———— R S —————




Limitations of our nagios integration...
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No ‘service-level’ view
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Default checks included things we couldn’t fix
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A new approach for our container stack
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We care about each service
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CoCo semantic cluster's default services are unhealthy (1 services acked)

Search: \public

Fleet Name - Is Healthy Last Updated Ack msg
content-public-read-preview@1 OK 13:17:57 UTC
content-public-read-preview@2 OK 13:17:57 UTC
content-public-read@1 OK 13:17:57 UTC
content-public-read@2 OK 13:17:57 UTC
public-annotations-api@1 OK 13:17:57 UTC
public-annotations-api@2 OK 13:17:57 UTC
public-brands-api@1 OK 13:17:57 UTC
public-brands-api@2 OK 13:17:57 UTC
public-concordances-api@1 OK 13:17:57 UTC
public-concordances-api@2 OK 13:17:57 UTC
public-content-by-concept-api@1 OK 13:17:57 UTC
public-content-by-concept-api@2 OK 13:17:57 UTC
public-organisations-api@1 OK 13:17:57 UTC
public-organisations-api@2 OK 13:17:57 UTC

Nni thlic-nennle-ani@1 NK 1217 R7 | ITC:



We care about each VM
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Fleet Name A Is Healthy Last Updated Ack msg

system-healthcheck-ip-172-24-149-166.eu-west-1.compute.internal OK 13:17:57 UTC
system-healthcheck-ip-172-24-161-130.eu-west-1.compute.internal OK 13:17:57 UTC
system-healthcheck-ip-172-24-23-157.eu-west-1.compute.internal OK 13:17:57 UTC
system-healthcheck-ip-172-24-75-37.eu-west-1.compute.internal OK 13:17:57 UTC
system-healthcheck-ip-172-24-84-0.eu-west-1.compute.internal OK 13:17:57 UTC

app := cli.App("System-healthcheck"”, "A service that report on current VM status at _ health")

hostPath = app.String(cli.StringOpt{

Name: "hostPath™,
Value: "7,
Desc: “"The dir path of the mounted host fs (in the container)”,
EnvVar: "SYS HC HOST PATH",
1)
checks = append(checks, diskFreeChecker{20}.Checks()...)
checks = append(checks, memoryChecker{20}.Checks()...)
checks = append(checks, loadAverageChecker{}.Checks()...)
checks = append(checks, ntpChecker{}.Checks()...)
checks = append(checks, tcpChecker{}.Checks()...)
checks = append(checks, versionChecker{}.Checks()...)



We care about unhealthy instances
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Monitoring needs aggregating somehow
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SAWS
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Built by Silvano Dossan

See our Engine room blog: http://bit.ly/1GATHLyY



http://bit.ly/1GATHLy

"l Imagine most people do exactly what | do -
create a google filter to send all Nagios emails
straight to the bin"

@sarahjwells



"Our screens have a viewing angle of about
10 degrees’

@sarahjwells



"It never seems to show the page | want"

@sarahjwells
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Code at: https://github.com/muce/SAWS

@sarahjwells
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https://github.com/muce/SAWS

Dashing
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CO-CO Prod UK
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0] 4
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WARNING
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Last updared at 11402
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CO-CO Prod UK content read

oK
Healthy

CO-CO Publishing Prod US

OK
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CO-CO XP

CRITICAL

Error while retrieving cluster
health

CO-CO Prod UK lists read

OK
Healthy

CO-CO Prod US content read

OK
Healthy

CO-CO Pre-Prod UK

WARNING
Severity 2 issue.

Last updeed at 11:02

CO-CO Publishing XP

CRITICAL

Error while retrieving cluster
health

CQO-CQ Prod US lists read

OK
Healthy

CO-CO Prod UK enriched-content

read

OK
Healthy

CO-CO Pre-Prod US

WARNING
Severity 2 issue,

Last upcated ac 1102

CO-CO Semantic

WARNING
Severity 2 issue,
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CO-CO Prod US enriched-content

read
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CO-CO Publishing Pre-Prod UK
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Healthy




CO-CO CO-CO CO-CO CO-Co CO-CO CO-CO CO-Co CO-CO CO-CO CO-CO CO-Co CO-CO CO-COProd CO-CO Pro CO-CO CO-CO Methode- Methcde- Web-App- Web-App-
Prod UK Prod US Prod UK Prod US Prod UK Prod US Prod UK Prod US Prod UK Prod US Prod UK Prod US UK usS Publishing | Publishing Staging- Staging- AP|- API-
lists lists lists read lIsts read Image Image content content content content enriched- enriched- concordance] concordanc Prod Prod Prod- Prod- (EUAUS) (EU/US)
publish publish OK OK publish publish publish publish read read content content read read Active Active (PR/IW) (PR/IW) FT.COM FT.COM
| S 2T S
Session-APl-| Session-APl-| Cassandra- | Cassandra- Session- Session- Content- SearchFeedey SearchServicd Content- Nipa/Press- Preditor-
: ' Access-EU Access-US ) ) l Content(WT) | Content(N]) 1 : |pa/. SearchFeede] SearchServi
(EV) (US) EU Us e | e Service-UK | Service-US P —— (PR) (WT) (WT) NFS- cuttings (PR) Render ——— R——
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Graphing of metrics

@sarahjwells
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Q == API Policy Component (DP) . w @ ZoomOut @ an hour ago to a few seconds ago refreshed every 30s

environment. prod~ host All~

ERROR RATES

5XX responses (1 minute rate) 5XX over 1 hour 4XX responses (1 min rate) 4XX over 1 hour 200XX responses (1 min rate) 2XX over 1 hou

.16:30 16:40 16:50 17:00 1710 1720 16:30 16:40 16:50 17:00 17:10 1720 16:30 16:40 16:50 17:00 1710 1720

min max avg min max avg min max

ftapp06094-lvpr-uk-p 0 0 0 - fTapp06094-lvpr-uk-p 0 29 7 ftapp06094-lvpr-uk-p 103 243

0 0 0 == ffapp06095-lvpr-uk-p 0 24 7 ftapp06095-lvpr-uk-p 104 247

ftapp06096-lviw-uk-p 0 0 0 == flapp06096-lviw-uk-p 1 33 15 ftapp06096-lviw-uk-p 101 249
0 0 0

flapp06095-lvpr-uk-p

flapp06097-lviw-uk-p - flapp06097-lviw-uk-p 2 36 15 flapp06097-viw-uk-p 103 237

lo.dropwizard.jetty.Mutable ServietContextHandler

REQUEST RATE BY HOST (REQ/SEC)

notifications content enriched content

3.0
25

20 T m— \/

15
10 0.05

05 0
16:30 16:40 1650 17:00 1710 16:30 16:40 16:50 17:00 17:10 1720 16:30 16:40 16:50 17:00 1710 1720 16:30 16:40 16:50 17:00 1710 1720

min avg min max avg min max avg min max avg

ftapp06094-lvpr-uk-p 0.13 0.26 ftapp06094-lvpr-uk-p 0.07 1.05 0.37 ftapp06094-lvpr-uk-p 093 2.36 145 == flapp06094-lvpr-uk-p 0.010 0.180 0.073
flapp06095-lvpr-uk-p 0.18 0.26 ftapp06095-lvpr-uk-p 0.06 1.02 0.38 ftapp06095-lvpr-uk-p 0.86 221 1.34 == flapp06095-lvpr-uk-p 0.010 0.150 0.061
ftapp06096-lviw-uk-p 0.10 023 ftapp06096-lviw-uk-p 027 1.25 0.77 ftapp06096-lviw-uk-p 1.08 267 2.08 == flapp06096-lviw-uk-p 0.020 0.190 0117

flapp06097-lviw-uk-p 0.10 024 flapp06097-lviw-uk-p 0.26 1.18 0.76 flapp06097-lviw-uk-p 095 2.07 1.64 - flapp06097-lviw-uk-p 0.040 0.190 0.116




== CoCo System Stats . w 2 B B

2

environment: prod-uk~ services: All~
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Zoom Out @ Last 6 hours Refresh every 30s
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6 == CoCo Health Timeline . w @ L ZoomOut @ Last6 hours Refresh every Im &

environment. prod-uk + semantic» services: All~

Unhealthiness of Services prod-uk
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The things that make those tools WORK

@sarahjwells



Effective log aggregation needs a way to find all
related logs

@sarahjwells



Transaction ids tie all microservices together
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Make It easy for any language you use

@sarahjwells



Interesting Fields
a category 6

# date_hour 1

# date_mday 1
# date_minute 1
a date_month 1
# date_second 3
a date_wday 1
# date_year 1

a date_zone 1

> | 23/10/2015

23:59:59.395

> | 23/10/2015

23:59:59.385

> | 23/10/2015

23:59:59.384

INFO [2015-10-23 23:59:59,395] com.ft.jerseyhttpwrapper.ResilientClient: transaction_1d=1C74FEC2-F7C5-89C3-4F5
7-0FB6AS14D42D [REQUEST FINISHED] short_name=enrichedcontent, outcome=200, total_attempts=1, failed_attempts=0
[dw-2053 - GET /enrichedcontent/S6fhf7bc-7027-11e5-9h%e-690Tdae72044]

host = ftapp06097-viw-uk-p

INFO [2015-10-23 23:59:59,385] com.ft.api.util.transactionid.TransactionIdFilter: transaction_id=1C74FEC2-F7(C5-
89C3-4F57-0FB6A914D42D, [REQUEST HANDLED] uri=/enrichedcontent/S6fbf7bc-7027-11e5-9h%e-6907Tdae72044 time_ms=3687
Status=200 exception_was_thrown=false

source = /var/log/apps/api-policy-component-dw-app.log

host = ftaps33815-lawia-eup

INFO [2015-10-23 23:59:59,384] com.ft.api.util.transactionid.TransactionIdFilter: transaction_1id=1C74FEC2-F7(C5-
89C3-4F57-0FB6A914D42D, [REQUEST HANDLED] wuri=/content/96fbf7bc-702f-11e5-909%e-690fdae72044/annotations time_m
$=2642 status=200 exception_was_thrown=false

source = /var/log/apps/enriched-content-read-api-dw-app.log

et = fFtAamne220' NN 053wt A Arem cmtirens - fwarflan/anne lfAannatatiane amt Auararnm A

Q. New Search Save Asv  Close
transaction_1id=1C74FEC2-F7C5-89C3-4F57-0FB6A914D42D Date time range v Q )
V) ,
v 22 events (23/10/2015 23:59:55.000 to 24/10/2015 00:00:00.000) Jobv 11 m A 4 & & Verbose Mode v
Events (22) Patterns Statistics Visualization
Format Timeline v — Zoom Out Zoom to Selection  x Deselect SERESNG ECOINES PEx CONNIN)
9 9
- 7
| 5
. 3
23:59:55 23:59:56 23:59:57 23:59:58 23:59:59
Fri Oct 23
2015
List v Format v 50 Per Page v
< Hide Fields = All Fields Time Event
>  23/10/2015 INFO [2015-10-23 23:59:59,399] com.ft.api.util.transactionid.TransactionIdFilter: transaction_id=1C74FEC2-F7(C5-
, 23:59:59.399 89(C3-4F57-0FB6A914D42D [REQUEST HANDLED] uri=/enrichedcontent/96fbf7bc-7027T-11e5-9h%e-690Tdae72044 time_ms=3729
Selected Fields status=200 exception_was_thrown=false [dw-2053]
a host 4 host = ftapp06097-viw-uk-p + source = /var/log/apps/api-policy-component-dw-app.log
a source 3



Services need to report on their own health

@sarahjwells



The FT healthcheck standard

GET http:/{service}/___health



The FT healthcheck standard

GET http:/{service}/___health

returns 200 If the service can run the healthcheck



The FT healthcheck standard

GET http:/{service}/___health
returns 200 if the service can run the healthcheck

each check will return "ok": true or "ok": false



{3
"schemaVersion":-1,

"name":"IngesterApplication”,
"description”:"IngesterApplication”,
"checks":[ =
[ E
"ok":true,

"checkOutput":"Kafka is connected and topic is present”,

"panicGuide":"https://sites._google.com/a/ft.com/dynamic-publishing-team/ingester-panic-quide”,

"lastUpdated":"2015-10-25T17:46:-1172",

"severity":1,

"businessImpact"”:"Content being published by journalists - for example, Methode articles and FastFT articles - will not be written to the Moi
"technicalSummary":"Tests that Kafka responds with correct Topic",

"name":"Can connect to Kafka"

}

[ E
"ok" - true,
"checkOutput": "0K",
"panicGuide":"https://sites.google.com/a/ft.com/dynamic-publishing-team/ingester-panic-quide”,
"lastUpdated":"2015-10-25T17:46:11Z2",
"severity":1,
"businessImpact”:"Content being published by journalists - for example, Methode articles and FastFT articles - will not be written to the Moi
"technicalSummary":"Tests that the ping endpoint for the Mongo Content Writer returns pong and a 200 response”,
"name":"Can connect to the Mongo Content Writer”

}

[ E

"ok" - true,

"checkOutput":"ZooKeeper instance responded, at least 2 are up.",
"panicGuide":"https://sites._google.com/a/ft.com/dynamic-publishing-team/ingester-panic-quide”,
"lastUpdated":"2015-10-25T17:46:127",

"--I.‘--. ‘Il" 4



Service health status

IngesterApplication: IngesterApplication

Q All checks OK

Can connect to Kafka a few seconds ago
Can connect to the Mongo Content Writer a few seconds ago
CanConnectToZooKeeper a few seconds ago

Kafka consumer health check for http://cmdb._ft.com/systems/Semanticingester a few seconds ago



Knowing about problems before your clients do

@sarahjwells



Synthetic requests tell you about problems early

=
=

=

TYRANNOSAURUS REX
EARLY WARNING

SYSTEM

https://www.flickr.com/photos/jted/
5448635109



https://www.flickr.com/photos/jted/5448635109
https://www.flickr.com/photos/jted/5448635109




It'’s the business functionality you should
care about

@sarahjwells
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We care about whether content o plished success




splunk

Search Pivot Status v Dashboards v Search & Reporting
UP Publish Ava”abl“ty Edit v | More Info v i+ &
Last 30 days v m

Total Publish Availability Total number of publishes

107,245

Publish Availability - Images Publish Availability - Content Publish Availability - Enrichedcontent Publish Availability - List Publish Availability - Notifications

Number of publishes - Images Number of publishes - Content Number of publishes - Enrichedcontent Number of publishes - List Number of publishes - Notifications

7,931 38,255 38,228 297 22,534

Ahnut Sunnnart Fila a R Nacumeantatinn Privarv Palirv ™ 2NNS-201A Snlunk Ins All rinhte recaruad







Events (1,079,111) Patterns Statistics (12) Visualization

... we also care about errors

80,000

- 200
60,000 | 400
— 401
- 403
— 404
~ 410
- 429
— 500
- 503
- 504
— OTHER

40.000

20,000

com—

| 10:50 11:00 11:10 11:20
Tue Sep 22

2015




Sdunk App Search & Report ng

Search  Pivot  Status v  Dashboards v  Reports & Alerts v Search & Reporting
UP Read Availability Edit v | Morelnfo v | | 4 | &
Last 1 hour v m

Total Read Availability Total number of read requests

11,003

Read Availability - Content Read Availability - EnrichedContent Read Availability - Lists Read Availability - Notifications

Number of reads - Content Number of reads - EnrichedContent Number of reads - Lists Number of reads - Notifications

9,992 725 334 3,950

Ahnat Sunnnart Fila a R Nacumeantatinn Privarv Palirv ™ 2NNS-201A Snlunk Ins All rinhte recaruad
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But it's the end-to-end that matters
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https://www.flickr.com/photos/robef/16537786315/

environment. prod~ host: All~

If you just want information, create a dashboard or report

20:30 20:40 20:50 21:00 21:10 21:20 20:30 20:40 20:50 21:00 21:10 21:20 20:30 20:40 20:50 21:00 21:10 21:20
min max avg req min max avg min max avg
- flapp06094-lvpr-uk-p 0 2.00 0.03 - flapp06094-lvpr-uk-p T 120 97 == fapp06094-lvpr-uk-p 576 931 734
== flapp06095-lvpr-uk-p 0 0 0 == flapp06095-lvpr-uk-p 76 122 97 == flapp06095-lvpr-uk-p 583 896 737
- flapp06096-lviw-uk-p 0 0 0 == flapp06096-lviw-uk-p 9 51 36 == flapp06096-lviw-uk-p 199 457 359
== flapp06097-lviw-uk-p 0 0 0 == flapp06097-lviw-uk-p 5 56 36 == flapp06097-lviw-uk-p 175 478 358

io.dropwizard.jetty.Mutable ServietContextHandler

REQUEST RATE BY HOST (REQ/SEC)

notifications content enriched content other
05 100 8 0.30
04 w
75 6 = 0.20
03
50 4
02 0.10
= VMW% 25 2 _
0 0 0 0
20:30 20:40 20:50 21:00 21:10 21:20 20:30 20:40 20:50 21:00 21:10 2120 20:30 20:40 20:50 21:00 21:10 21:20 20:30 20:40 20:50 21:00 21:10
min max avg min max avg min max avg min |
== flapp06094-lvpr-uk-p 0.18 043 0.32 -= flapp06094-lvpr-uk-p 311 8.02 518 -= flapp06094-lvpr-uk-p 5 7 6 -= flapp06094-lvpr-uk-p 0.090 0.
== fTapp06095-lvpr-uk-p 0.19 0.36 027 -= fapp06095-lvpr-uk-p 345 920 592 -= fapp06095-lvpr-uk-p 6 8 7 == fapp06095-lvpr-uk-p 0.120 0.
-= flapp06096-lviw-uk-p 0.03 0.19 0.12 -= flapp06096-lviw-uk-p 195 5.01 357 -= flapp06096-lviw-uk-p 2 4 3 -= flapp06096-lviw-uk-p 0.050 0.
- flapp06097-lviw-uk-p 0.05 0.17 0.11 == flapp06097-lviw-uk-p 1.10 535 3.31 == flapp06097-lviw-uk-p 1 4 3 - fapp06097-lviw-uk-p 0.040 0.
org.apache.http.client.HttpClient.*.get-requests.m1_rate
CUMULATIVE RESPONSE TIME (MS)
notifications content enriched content other
100s 100 ms 10s S 10s ,
10s - 1s |
— 100 ms
1ms 1ms 1ms
Oms Oms Oms Oms
20:30 20:40 20:50 21:00 2110 2120 20:30 20:40 20:50 21:00 2110 2120 20:30 20:40 20:50 21:00 21:10 2120 20:30 20:40 20:50 21:00 21:10
min max avg v min max avg min max avg min m:
== 99% all hosts 1637s 1662s 1647 s == 50% all hosts 8 ms 9ms 8 ms == 50% all hosts 109 ms 117s 483 ms == 50% all hosts 31ms 381

- 95% all hosts 540 ms 818 ms 642 ms - 95% all hosts 13 ms 14 ms 13 ms - 95% all hosts 224s 472s 322s == 95% all hosts 319 ms 3271



Checking the services involved in a business
flow

@sarahjwells



[Unit]
Description=Methode list mapper sidekick
BindsTo=methode-list-mapper@si.service

After=methode-list-mapper@#%i.service

[Service]
RemainAfterExit=yes
ExecStart=/bin/sh -c "\
export SERVICE=$(echo %p | sed 's/-sidekick//g'); \
etcdctl set /ft/services/$SERVICE/healthcheck true; \
etcdctl mkdir /ft/services/$SERVICE/servers; \
etcdctl set /ft/healthcheck/$SERVICE-%i/path
etcdctl set /ft/healthcheck/$SERVICE

%1/categories lists-publish; \

/__health?categories=lists-publish



CO-CO Prod UK

0],¢
Healthy

CO-CO Prod US lists publish

0],¢
Healthy

CO-CO Prod US

OK
Healthy

CO-CO Prod UK lists read

OK
Healthy

CO-CO Prod UK lists publish

OK
Healthy

CO-CO Prod US lists read

OK
Healthy




UPP Prod Delivery UK: List Publish Aggregate Healthcheck is down
prod-uk-up.ft.com e View details

UPP Prod Delivery UK: List Publish Aggregate Healthcheck is up
prod-uk-up.ft.com e View details
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Cultivate your alerts




Make each alert great

http://www.thestickerfactory.co.uk/



Splunk Alert: PROD - MethodeAPIResponse Time5MAlert

Business Impact

The methode api server is slow responding to requests.
This might result in articles not getting published to the

new content platform or publishing requests timing out.

@sarahjwells



Splunk Alert: PROD - MethodeAPIResponseTime5MAlert

Business Impact

The methode api server is slow responding to requests.
This might result in articles not getting published to the

new content platform or publishing requests timing out.

@sarahjwells



Technical Impact

The server Is experiencing service degradation because of
network latency, high publishing load, high bandwidth
utilization, excessive memory or cpu usage on the VM. This
might result in failure to publish articles to the new content
platform.

@sarahjwells



Splunk Alert: PROD Content Platform Ingester Methode
Publish Failures Alert

There has been one or more publish failures to the
Universal Publishing Platform. The UUIDs are listed below.

Please see the run book for more information.

_time transaction_id uuid
Mon Oct 12 07:43:54 2015 tid_pbueygnsge a56a2698-6e90-11e5-8608-a0853fb4e1fe

@sarahjwells



Splunk Alert: PROD Content Platform Ingester Methode
Publish Failures Alert

There has been one or more publish failures to the
Universal Publishing Platform. The UUIDs are listed below.

Please see the run book for more information.

_time transaction_id uuid
Mon Oct 12 07:43:54 2015 tid_pbueygnsge a56a2698-6e90-11e5-8608-a0853fb4elfe

@sarahjwells



Splunk Alert: PROD Content Platform Ingester Methode
Publish Failures Alert

There has been one or more publish failures to the
Universal Publishing Platform. The UUIDs are listed below.

Please see the run book for more information.

_time transaction_id uuid
Mon Oct 12 07:43:54 2015 tid_pbueygnsge a56a2698-6e90-11e5-8608-a0853fb4e1fe
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Splunk Alert: PROD Content Platform Ingester Methode
Publish Failures Alert

There has been one or more publish failures to the
Universal Publishing Platform. The UUIDs are listed below.

Please see the run book for more information.

_time transaction_id uuid
Mon Oct 12 07:43:54 2015 tid_pbueygnsge a56a2698-6e90-11e5-8608-a0853fb4e1fe

@sarahjwells



Make sure you can't miss an alert
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‘Ops Cops’ keep an eye on our systems

@sarahjwells



Use the right communication channel

@sarahjwells



It's not emall

@sarahjwells
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Production alert ~rp 1001 A
~)

uploaded this email =

"financialtimes SplunkCloud" <alerts@splunkcloud.com>

Splunk Alert: Content Platform: Publish above SLA Notifications in Prod US
Content publish above SLA (Platinum) Severity 1 Business Impact: Most likely a piece of co...

1
<) Production alert ArP 1001 AM
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Splunk Alert: Publish Availability Monitor Errors
Publish Availability Errors Severity 1 Business Impact: Most likely there is an issue in the pu...
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Splunk Alert: Content API V2 Concordances: V2ApiClientsReceivinglooManyErrors @
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Support isn’t just getting the system fixed

@sarahjwells



Date:

Table of Contents

1. Summary

2. Health of our clusters
3. How was it fixed?

4. Impact

5. Actions

6. What happened?



"You build it, you run it’?

@sarahjwells



Review the alerts you get

@sarahjwells



o A
If it isn't helpful, make sure you don't get sent it again
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See if you can improve it
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http://www.workcompass.com/
http://www.workcompass.com/

When you didn't get an alert

@sarahjwells
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Setting up an alert is part of fixing the problem

/ code
V test
alerts

@sarahjwells
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System boundaries are more dlfflcult

Severin.stalder [CC BY-SA 3, O (http //creativecommons.org/licenses/by-sa/3.0)], V|a Wlklmedla
Commons



Make sure you would know if an alert stopped
working

@sarahjwells



Add a unit test

public void shouldinclude TriggerWordsForPublishFailureAlertInSplunk()
{
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It's going to change: deal with it

@sarahjwells



Out of date information can be worse than none

@sarahjwells



Automate updates where you can

@sarahjwells



Find ways to share what’s changing

@sarahjwells



In summary: to avoid alerts overload...

@sarahjwells
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A microservice architecture lets you move fast...

@sarahjwells



But there’s an associated operational cost

@sarahjwells



Make sure it's a cost you're willing to pay

@sarahjwells



Thank you

@sarahjwells



