MONITORING
SERVERLESS
ARCHITEGCTURES



(I, OpenCredo

" -

@RafalGancarz






Rafal Gancarz

Lead Consultant @ OpenCredo

@RafalGancarz




WHAT IS
SERVERLESS?

@RafalGancarz



e D

1

theaucitron

-
(CO)



FY YRR Y Y Y Y F E F E Y Y E R Y E Y YN . 1
‘‘‘‘‘ R R R e P A S LR LD DDD: l/)n/).)..)..l..)f N T T T L U
\ ) Ay g g oy o iy S g oy o iy o oy S o Ao S A SRR S ey oy o Ay ey iy e Py oy Sy ) )
Y Y Y Y Y Y Y Y Y Y T Y T Y Y Y Y Y Y eYs 1
£ 0000000000009 0000088 00000008 AT Y Y
LYY Ay A S Fa g e S e e B Se P Ay e A

qu..u.ﬂ.wwﬂ 359093008

Y

PPN P A P P i o S s Py -
0000000 S SO0 A0S
XX ns

SIS
D T T b 2D T N

°
e, 6, 0,
= e 3

LI

@RafalGancarz

OORXXIX Y
‘ )\I.)»J..Jf;_..._ “

¥¥)

\AAAAA L R R X R A A A A L L R AR
LA R R R L L R

YYD Y X , e,
. Hc00v00880 s X
SRR A NNNNY ,

e e e a e O

VSN Y

\ - .J.J.J.:,\l.\J)MJ}tVN\UJ
ORS00 S0P \JI

00 29

) 00010 0 810160500100 00080080 0000
Ny 0L ANIVINOCCOIRDODDD DDA DE
; o0 00DV PPOOE0D 0000000 NEYD
V REEE649990009090099000000000000 0099
S Y Y Y Y Y Y Y Y Y Y Y YN
Ny s Ty gy oy oy ey S IR R IR R AT R A A I

— - oy gy Sy x)..-/v,.Vg.q..»_.JJ ¢.F_'J\JJ). g oy Sl oy 7o gy o
y P A A P P i B o B S A AN A ‘



d IR P OO0 0000 L0000 0 R0 R0 000900 PO R NN 099D
........... Y Y Y Y Y Y Y Y Y Yy Yy yY Y Yy
% ORI PICORRCH P YN Y Y Y Y Y Y Iy Yy
88338599883 80000000000000280000000008030899 080 yy:
d JJJJ\MJ. ) V.JJJ},.JJ..)}};.......... Yoy oy oy oy 2

Y Y Y Y Y ¥ e e
' . tU.).)I. oy Jh Sy g g g o
J | V\J\A. Py Py P o ey oy o

)} e e
00009.9,0.0.0.9.9 0 0.0 0 010 8 0 0 0 0" \
; R 00000 DS O0D 000000 0N

@RafalGancarz

OO
DO €
: &VUJ e
c L o ~ 1}

0

PCCO00CO0000RNO00000000N000E00000000000 000004 .

0000000000000 00000000000000000000C000L000000000 .:bldib:di

) N0 00000000000 0000000000000000000000000000000RSES00 OO0 A
..JJ. 0000000000000 CC0000000000000IR000000000000000CE 000000

o0 0 00 e 0 e e e e

ﬂ.ww?yyjﬂﬂ.u XX
..Hﬂuu.uu:_ R R R,
2070 000 000 8RR

000000 CC0CO00000000C0000C000000000000L0000 0600000000

5 XY
,}J))J.Jy B0
P00 800000
YOO OO0
0088006008008
SEHENNNNAE R
SRR Seate et o
00C fﬁ ..bddb..! 000000 PAVV V0000000000000 OO0 00 O0O0C00O0RCR0000 0000000 LR ) .).))J)JJ,,: ¥
ARAR LN bbbbioobb.o_cbb P0CCO0000COO0ORROOCSOOO Q000 O O

RS8P0V 00

Sy Ay oy oy g g g Sy
YV Y YIS
YAy
YY) .._-...JI.J.J.M
RSy Ay

by oy o gl S v ] ’ P -, Cala A.,.. - 4. ; »JMJJ,.... e
| S Ty S S e e \ ; 0 ) 1y : ' 00000009994
"o v Ay e - “ D000 . BB FYYY Y ¥ I Y™

2000900008

.su,.J.),../. Y

NNy -~ v.,.l«.l..\;..))l.J\J))

YYYEYY Y YL IR )
ORRIIVDIR

..).J.J.\J..- \J')l.. :..oJ-h:.l.n.).. 009
Y Y YT Y YY) YL Xy
3 03 YY) 3 \ 20 10 10 1 e | :

B P DO OB 000020000000

A YY)
rry . VYA -
g g J Lo V) Y
Ty . 3N}
A -



(L OpenCredo

: 3 - ) \ |

et
Dot
g oy
’ )

) | Yy’
o ,
0s®
!
) -
I',A
155
NJ

@RafalGancarz



Managed runtime

@RafalGancarz



WHY
SERVERLESS?

@RafalGancarz



(CC) snapp3r



FY YRR Y Y Y Y F E F E Y Y E R Y E Y YN . 1
‘‘‘‘‘ R R R e P A S LR LD DDD: l/)n/).)..)..l..)f N T T T L U
\ ) Ay g g oy o iy S g oy o iy o oy S o Ao S A SRR S ey oy o Ay ey iy e Py oy Sy ) )
Y Y Y Y Y Y Y Y Y Y T Y T Y Y Y Y Y Y eYs 1
£ 0000000000009 0000088 00000008 AT Y Y
LYY Ay A S Fa g e S e e B Se P Ay e A

qu..u.ﬂ.wwﬂ 359093008

Y

PPN P A P P i o S s Py -
0000000 S SO0 A0S
XX ns

SISy Y
D T T b 2D T

°
e, 6, 0,
= e 3

LI

@RafalGancarz

SRS ER RS
00 066960000000000S

¥¥)

Y AP 3 N ._JJ.J\I.\.J\.-\J. . ., ‘w B
AR e NN008000000 V000
iy .,.‘ N ..).)u.a.,l..l:J).\J.H. “‘

9 A Py ey oy Jw
¥ ...,,.;_.J....)))‘.ﬂ
BONONBSNOOROD G
NN RAARAARAN

NN

PPN NI ALY Y P

KA 18 4 I I I I I I I I I I o Ay
NFY J,.uwMWaJJJJJJv). JJ.V,)J) PP P
¢ ~ 000DV PPOOE0D D 000000
‘ REEE649990009090099000000000000 0099
R e M O O N R RO OO EREDD D DS
R N N2 00900000 2000000 000

- S oy oy Sy ,4)..-/|,.Vg.q..b_l)l; 1.5.:J\JJ). 2 Tan T o 4 i o
’ e e e e e '



FY YRR Y Y Y Y F E F E Y Y E R Y E Y YN . 1
‘‘‘‘‘ R R R e P A S LR LD DDD: l/)n/).)..)..l..)f N T T T L U
\ ) Ay g g oy o iy S g oy o iy o oy S o Ao S A SRR S ey oy o Ay ey iy e Py oy Sy ) )
Y Y Y Y Y Y Y Y Y Y T Y T Y Y Y Y Y Y eYs 1
£ 0000000000009 0000088 00000008 AT Y Y
LYY Ay A S Fa g e S e e B Se P Ay e A

qu..u.ﬂ.wwﬂ 359093008

Y

PPN P A P P i o S s Py -
0000000 S SO0 A0S
XX ns

SIS
D T T b 2D T N

°
e, 6, 0,
= e 3

LI

@RafalGancarz

000069900000 0CORRROOOGCOOSS
LA A A U R T R e —— R R )
PPLLLOCT0R0DOCOCEERPLOCROOOROR L fPoCcoecoeoooooCEROORe

SRS ER RS
00 066960000000000S

¥¥)

AN AN AN J‘.&,l .
R13ie e 5806108490000 10000000
2R 22900 09929220000009 $0009000

12099909 9909094 J\J f
¥ ...,,.;_.J....)))‘.ﬂ
BONONBSNOOROD G
NN RAARAARAN

NN

PPN NI ALY Y P

KA 18 4 I I I I I I I I I I o Ay
NFY J,.uwMWaJJJJJJv). JJ.V,)J) PP P
¢ ~ 000DV PPOOE0D D 000000
‘ REEE649990009090099000000000000 0099
R e M O O N R RO OO EREDD D DS
R N N2 00900000 2000000 000

— - oy gy Sy x)..-/v,.Vg.q..»_.JJ ¢.F_'J\JJ). g oy Sl oy 7o gy o
y P A A P P i B o B S A AN A ‘



ol e 80 910 008 &8 8 8 0.0 00 0.0.6.0.0008 8800000000800 00 0N et

0 091 ;., .,)..J.. .h,.‘.ww;.l”.th.J J)..)\.). \uy\WJ\wJ\uJJJJJ ) _f.x.JJ)l\"wJJ...,._Jua.qfn.ﬂ.ﬂ.;r“ -- X000 y

e XERNXT .,.u.ﬁ.,..)ﬂmuu 00280003504 um.) XEXEXRTPXALXRURNFNY XD

AR wrar?) o .m“; ss o os s oo0 sl e el

0. L e e e »v s ‘e . JNJ»V.)JJ},J.J Y EY Y

PR "0 0 00000000 00009 : RO OOOR RSO0
m 2 _

Q9 - I.).).)JJ A AP A A L o s e
Bl =5 B Se e o 20608898 9090000 9k

Sae] —eeissna s s e oo 2 ORI
‘,.B{.J..H..f\a ). 200000 AN YV . 0099 Jﬂ“\ﬁ ‘)qu)))?“/)..)‘.).._. ' y
. Pl s : oS L 26 - T Py i o S o o o e S
108 VYYYY FY Y r LYYy ) C000 00 w 9. Y Y Y Y Y Y
B BRI SNI
) Y Y ¥ . 4 o9 . L8 “a PO NNV TS SO0
" e - '@ ® | D0 ®. 0.0, @ ‘ ‘ \ ‘\VVHJ\J\J J PP AL
e oee e e e 0.0, 8.0.9.6.0.0.00 00 0 s o'0 s a el
: _ b 0% o JOO000C XX JOOOCOCI R )

. ‘_.n...‘“.‘.“ ! lea YYYY

¥ )\J\J\/\J P ),«., re .

» ‘QJ AR DRSS ES
ssseecoasayeee
0900008000800

. ..IJ )
A\;,vaJJrJ .J.

@RafalGancarz

Y Y YY)

< u‘av...)..-.i -
YAV

Frar iy o Py PN

PO CODE DD B

Y Y Y YV
Jﬂ)) 0 R OR
00O e 080N

20000000 QQCOO0OOQ
200000000 QOOVDOGS
P000CCCOOOOOCOOOREOCGERS

$.0.0.0 0000000000000 C000PPO0Ee0000N

PSS90 0000 00C0OC0CROOCCOCORCRACRDORORBROQRONY
0000000000 000000000 000000000 EY

P00 OPVODOCROROOO0O0CCOOEOOROP — — —

5
oo

o
®
..

-).)s}n\JJ 0.0
L T T T T LT
o0 uu Y

ARAANAI N
J-).ll.)).} -

Y Y Y rYrrryrmn

RARER .......,_.,,.JJ.,J...JJ J)wﬂ. .
AAAR I .
| .,.UU/ Jd/lwhv/\wx B 2 2
5490000000 000e 0000080
Sk BRRORE00000.
VA
HHEAA) iiumf X
N S N N S N Y Y Y Y Y Y Y X X
T aeaece 8 00 X
: " t.-..-;-.-vo'.l‘.tl!l \IQ\J\y V). 1 .
YY) -J\VWJ)'.J
YV Y Y RN Y YY) j
o I A g S
a0 000000 00 0 0 0
43098008090 00000 )
- - - - lAvl — o~ ).).\‘J.JJJJJ))J p N o - . 3 4 { ] I) )J
P s & ; f Y Y Y Y YR

J. u J J J\l-‘l.‘r o \
veeecsaas
.J%%O. :

0090992909009

L,

T L L L T o T
299 '

Y5y
J J)./J.J\/ J..J_JAJ\J\/-I.)\J Yryyamn
YN N P e 5
e 09000000000



FY YRR Y Y Y Y F E F E Y Y E R Y E Y YN . 1
‘‘‘‘‘ R R R e P A S LR LD DDD: l/)n/).)..)..l..)f N T T T L U
\ ) Ay g g oy o iy S g oy o iy o oy S o Ao S A SRR S ey oy o Ay ey iy e Py oy Sy ) )
Y Y Y Y Y Y Y Y Y Y T Y T Y Y Y Y Y Y eYs 1
£ 0000000000009 0000088 00000008 AT Y Y
LYY Ay A S Fa g e S e e B Se P Ay e A

4%””&;. 200008

Y

PPN P A P P i o S s Py -
0000000 S SO0 A0S
XX ns

SIS
D T T b 2D T N

°
e, 6, 0,

= e 3

LI

@RafalGancarz

oe <
V0000 CRQQ0O0ORO00OCORPRORCOSOOOTRS
COOOCOO00O0OROOO0O0COCCOROROOOSEROEROET™

DO0CO0OORO0EROOODO0COE 000000000000 ®
0000000000000 0000000C0D000000000800,
900000000000 08000EE000PO0COB0 ==

CXAXRAXXAXIB RSN YL
660008898 0000000000N

¥¥)

Y AP 3 N ._JJ.J\I.\.J\.-\J. . ., ‘w B
AR e NN008000000 V000
iy .,.‘ N ..).)u.a.,l..l:J).\J.H. “‘

9 A Py ey oy Jw
¥ ...,,.;_.J....)))‘.ﬂ
BONONBSNOOROD G
NN RAARAARAN

NN

. s) ‘J.‘J.J‘.J\.Jv:.rl...a\,/ 1. .n,‘_A.
J.Vsl.il\l. ..J‘J.JcJ\J\J-I 2 0 M i e 1

) )
AN Y Y Y Y Y Y Y T Y Y

-~ .\J\:\JJ\JJVJ;J i ,‘JBV\J.J\._.;..J.;.).J.. an)
V RSS9 990000900209000.0 0000000000
LN TNV N T P ) P P P A AR S P S S S S S Sy S S S S S S e oy
N oy Ty g 2y ey iy By AR IR R A A R R R R N
AN AR AR R AN AR AR LA AR AL LI AL

R0 T T hn T T i T e L



ol e oie e 000 88 4.8 6 0.0 000060000080 00 00080 En ey el
e o e b aa o 0 s 8 o B B A AR,
e — I w%&yﬂw%ﬂ)ﬂ o000 000 uﬂ.) 00 0 00080 008 a e elal s s 0
: YX) ;,rfw_u,.,...wﬁ VﬂJﬂJ 9 A.t 0X 2 ).mﬁy 1060222800080 0800:
: D YYYEX LS e s 099 A D KX
P00 FISSP00000800 0, 00009 AN AN AN A S
m & _

100800000 AN AR L A
94 => ypgo000sn0eee 3N 5060080 PVE000000030GS
B A L
‘,.BJ‘.J..J‘.I..« L 2000900 AP P A A 5 0099 Jﬂ”\ﬁ ‘)JJ)))YM/}..)‘.).._. , _

- 4 & ‘.l..J\J - " s . Ny 5 s : YY" ~ [.1._!.).}..,: Wy
R D DRI
9.9 9 Y 0099909 00000009909 R Y T Y
YO $0600008909900 o e e 8 00 60 00000 e a e nieiniel
X OO0 OO0 8000000000008 0
, | IO o JOO000OOO) SOOI X
g ‘_.n...‘“.‘.“ ! HJ)JJ Yy yYymm

¥ )\J\J\/\J PN .

» ‘QJ AR DRSS ES
ssseecoasayeee
0900008000800

. ..IJ )
A\;,vaJJrJ .J.

@RafalGancarz

w4 \.J\./...).J .n_ .:_ )
; RNV
NPV
Frar iy o Py PN
0.990009 050
YYYY Y Y Y Y
\l-)\) oy s, .

D RRNBRBNIE LI
- ‘,‘ ‘ V.‘\,."l- i--‘l l- “a..‘_l..r.
AR R RN TRR LY X5

EXXXNX OO Y
p.‘ , \VJ JJ. 4..../ LX)

e T e .
' .,.UU/ Jd/lwhv/\wx Y 2 2
YT Y Y f 3
S TR EB NN 000400000
VY Y Y YY)
ToTe e e 0 iiumf X
A R N e N A S SN Y Y Y Y
COOONN X0
. " '....-;..-vo-.!l.tl)l \IQ\J\V’ V)
Y YN »

, _ ) JWJ. .
NV YYYTYYY S
898990000000
08 0 416160670 6.0 6 008
SRR AN RELINERENIN

0090992909009

Rt

PP Py g o e

J. u J J J\l-‘l.‘r ~ \
vecscssas
.Jbiﬂ. .

T L L L T o T
299 '



FY YRR Y Y Y Y F E F E Y Y E R Y E Y YN . 1
‘‘‘‘‘ R R R e P A S LR LD DDD: l/)n/).)..)..l..)f N T T T L U
\ ) Ay g g oy o iy S g oy o iy o oy S o Ao S A SRR S ey oy o Ay ey iy e Py oy Sy ) )
Y Y Y Y Y Y Y Y Y Y T Y T Y Y Y Y Y Y eYs 1
£ 0000000000009 0000088 00000008 AT Y Y
VI Y Y Y YYYS Y Y Y YV Y

q‘mmmmdf. 200008

Y

PPN P A P P i o S s Py -
0000000 S SO0 A0S
XX ns

SIS
D T T b 2D T N

°
e, 6, 0,

= e 3

LI

@RafalGancarz

QOO0 000OVO0O0OVR000 00 ORRO00000P0R0000PORERRO00R 0000 ; i R )
0000000000060 00000CCCE 00000000000 00000000 008 O A C0IRNQD

SRS ER RS
00 066960000000000S

¥¥)

Y AP 3 N ._JJ.J\I.\.J\.-\J. . ., ‘w B
AR e NN008000000 V000
iy .,.‘ N ..).)u.a.,l..l:J).\J.H. “‘

9 A Py ey oy Jw
¥ ...,,.;_.J....)))‘.ﬂ
BONONBSNOOROD G
NN RAARAARAN

NN

00 29

KA 18 4 I I I I I I I I I I o Ay
NFY J,.uwMWaJJJJJJv). JJ.V,)J) PP P
¢ ~ 000DV PPOOE0D D 000000
‘ REEE649990009090099000000000000 0099
R e M O O N R RO OO EREDD D DS
R N N2 00900000 2000000 000

- S oy oy Sy ,4)..-/|,.Vg.q..b_l)l; 1.5.:J\JJ). 2 Tan T o 4 i o
’ e e e e e '



SERVERLESS
BUILDING BLOCKS

@RafalGancarz



AWS |Lambda

x Java, C#, NodedS, Python

® SyNC & async invocation

x 1 million invocations and 400k GB-s
free per month

x $0.20 per 1 million requests and
~$6.65 for 400k GB-s thereafter

@RafalGancarz



AWS AP| Gateway

® sSecurity, caching, throttling

® functions as AP| implementations

= 1 million requests free per month

x $3.50 per 1 million requests and

$0.09/GB (for the first 10
cheaper)

B, then

(], Open

@RafalGancarz



AWS DynamoDB

= document and key-value
= function as triggered procedures

x 25 GB of storage and 25 units of read
capacity each month for free (~200k
requests per month)

x $0.25 per GB/month and $0.0065 per
hour for 10 units of write capacity (36k

writes/hour) or 50 units of read capacity
(180k reads/hour)

q
1

(], Open
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_
_
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AWS S3

. durable, available and scalable

= functions as content pProcessors

®x 5 GB of storage and 15 GB of data
transter out to Internet each month
for free

x $0.03 per TB/month and $0.09 per
GB data transfer out to Internet

@RafalGancarz



AWS SNS

= pUb-sub, push notifications
» functions as destinations

= 1m publishes, 1Tm mobile push
notifications, 1k emails, 100k HT TP
notifications and 1 GB of data transfer out
each month for free

x $0.50 per 1m publishes, $0.60 per 1m
HT TP notifications and $0.09 per GB data
transfer out to the Internet

@RafalGancarz



(], Open

® puUb-sub, persistent I I I l
® functions as consumers ;
= NO free tier

x $0.015 per shard/hour, $0.014 per
1m PUT payload units (25KB) +
extended retention charges

AWS Kinesis Streams

» data transfer Is free

@RafalGancarz



Other AWS services

SQS SES  Cognito

lol Greengrass

BSutton

Step Functions

CloudFront Routeb53

BSatch

—lastiCache

:{

BS

=M

@

i

—lasticSearch

:%

(], Open

-4 49

,=III

Sedshift
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AWS CloudWatch

® scalable, managed

® real-time monitoring

®x Mmetrics, logs, alarms, events

@RafalGancarz






CloudWatch Metrics

» retention: 1m (15 days), 5m (63 days),
1h (15 months)

® pasic monitoring (1m/5m) is free

® 10 metrics and 1 million APl requests for
free each month

x $0.30 per metric/month for the first 10k
metrics ($0.02 for metrics over 1M)

x $0.01 for 1000 API requests

@RafalGancarz
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AWS Lambda

®x |nvocations

% Errors

= Dead Letter :rrors" SRR
= Duration

» [ hrottles

@RafalGancarz



(I, OpenCredo

AWS API Gateway

n AXX Error
x 5XX Error

x Cache Hit Count

x Cache Miss Count
= Gount
x |ntegration Latency.

x | atency

@RafalGancarz



AWS DynamoDB

= Provisioned Capacity Units Read/\Write

x Consumed Capacity Units Read/Write

x Online Index Consumed Capacity/Progress/ Throttling
»x Returned Bytes

x Returned ltem Count

» Returned Records Gount (Streams)

x Successful Request Latency

= Errors System/User

x Conditional Check Failed Requests

= Throttled Events Read/Write/Requests

(], Open

@RafalGancarz



AWS S3

® Bucket Size Bytes (daily)

= Number Of Objects (daily)

= All Requests

x Get/Put/Delete/Head/Post/List Requests

x Bytes Downloaded/Uploaded
® Errors 4XX/5XX
» [rst Byte Latency

» [otal Request Latency

@RafalGancarz



AWS SNS

x Number Of Messages Published

x Publish Size

x Number Of Notifications Delivered
x Number Of Notifications Failed

x SMS Success Rate

@RafalGancarz



(], Open

Custom Metrics

function CloudWatch

@RafalGancarz



—stimated Billing

®x [otal Estimated Charges

® Estimated Charges (per service)

@RafalGancarz
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CloudWatch Dashboards

. Mmetrics, alarms, static text

x 3 dashboards (up to 50 metrics) per
month for free

x $3 per dashboard per month

@RafalGancarz
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CloudWatch Alarms

» \watches metrics over time
® can trigger a function via SNS
» 10 alarms per month for free

x $0.10 per alarm per month

@RafalGancarz



(], Open

Serverless Alerting

condition
ol 5 il

metric alarm

function channel

@RafalGancarz






CloudWatch Logs

® |ngests and stores application logs
= configurable retention period

x 5 GB data ingestion and 5 GB
archived storage per month for free

x $0.5985 per GB ingested per month

x $0.0315 per GB archived per month

@RafalGancarz
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| og Collection

function Lambda l0g group

@RafalGancarz



(], Open

HeloRulit=Iglale

filter condition
|0g group metric alarm
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(], Open

|ID

—lastic

| og Streaming

. [N
N

function
Search

e, N
& T
N - r
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'

stream function

og group
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(I Open

function  log

@RafalGancarz






(I, OpenCredo

CloudWatch Events

» stores & streams application events

x $1 per 1 million custom events

@RafalGancarz



(I, Open

Custom Events

®..-E-0

function event rule function

SDK

@RafalGancarz



(], Open
DynamoDB dynamic capacity p

metrics

event function table
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Routeb53 Health Checks

®x monitors HT TP(S) endpoints

x 50 AWS endpoint checks per month
for free

x $0.50 per health check per month

l$‘|

mal

Mo

oer feature (HTTPS, string
'ching, fast interval, latency) per

alig

(I, Open

@RafalGancarz
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AWS X-Ray

x collects transaction traces

= support for Lamlbda coming soon

» 100K traces recorded and 1 million
traces retrieved/scanned free per
month

x $5 per 1 million traces recorded and
$0.50 per 1 million traces retrieved/
scanned per month

@RafalGancarz






AWS Cloud rall

= audits all console, API, SDK activity I]

x first copy of management event free

x additional copies $2 per 100k
events

x $0.10 per 100k data events

@RafalGancarz
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Monitoring as the enabler
for the new functionality
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