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Generic Flaws

■ Huge impact, but… 
■ Generic misuse of language 

■ No need to understand intention of code 
■ Visibility helps with quick remediation

if ( ++p == pe ) 
    goto _test_eof; 
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Why Is This Bug Interesting?

■ Couldn’t be detected by generic tool 
■ Need to know what the code should do! 

■ Discovered day before 0.9.8g release; fixed 6mo later 
■ Many users didn’t upgrade quickly 
■ Exploit described 4 years later
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Introduction
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■ R&D Lead @ Galois 
■ Focused on software correctness 

■ Developing tools to check that code does what’s intended 
■ With high confidence about all possible inputs 

■ This talk: the Software Analysis Workbench (SAW) 
■ Open source tool with a high degree of automation
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Model
Extraction

Model
Analysis

Moving from the territory to the map is possible for software!

Can I get from SF to LA?
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■ Implementation: CA itself 

■ Specification: driving from SF to LA is (always) possible 

■ Map of CA is model of CA, or more detailed specification 
■ Model: things that can be done 

■ Spec: things that should be done 

■ Represented in the same way! Therefore, comparable.

Specifications and Implementations



© 2015 Galois, Inc.‹#› © 2017 Galois, Inc.

Generic vs. Application-Specific Bugs
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Code

SpecModel

Generic Faults
Application 

Bugs

Most static analysis tools Verification tools 

(including SAW)
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Reference and Optimized “Find First Set”
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uint32_t ffs1(uint32_t w) { 
  int cnt, i = 0; 
  if(!w) return 0; 
  for(cnt = 0; cnt < 32; cnt++) 
    if((1 << i++) & w) 
      return i; 
  return 0; 
}

uint32_t ffs2(uint32_t w) { 
  uint32_t r, n = 1; 
  if(!(w & 0xffff)) 
    { n += 16; w >>= 16; } 
  if(!(w & 0x00ff)) 
    { n += 8;  w >>= 8; } 
  if(!(w & 0x000f)) 
    { n += 4;  w >>= 4; } 
  if(!(w & 0x0003)) 
    { n += 2;  w >>= 2; } 
  r = (n+((w+1) & 0x01)); 
  return (w) ? r : 0; 
}
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Testing to Compare Specs and Implementations
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int ffs_test(uint32_t w) { 
  return ffs1(w) == ffs2(w); 
}

■ Could run on carefully-chosen values 
■ Could run on many randomly-chosen values 
■ In the map metaphor: “I once drove from SF to LA, and it 

went fine.”
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Exhaustive Testing Would be Ideal!
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■ Could maybe exhaustively test ffs, but only just 
■ And it’s trivial code (64-bit version intractable) 

■ Most code is much bigger, and wouldn’t be tractable 

■ In the map metaphor: “I tried to get from SF to LA using 
every possible vehicle and succeeded.” 
■ How long would this take to do?
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Exhaustive Testing via Automated Reasoning
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■ Map metaphor: “By applying graph analysis to the map, I 
know it’s always possible to get from NY to LA, whatever 
weight, height, or vehicle type”

uint32_t ffs1(uint32_t w) { 
  int cnt, i = 0; 
  if(!w) return 0; 
  for(cnt = 0; cnt < 32; cnt++) 
    if((1 << i++) & w) 
      return i; 
  return 0; 
}

uint32_t ffs2(uint32_t w) { 
  uint32_t r, n = 1; 
  if(!(w & 0xffff)) 
    { n += 16; w >>= 16; } 
  if(!(w & 0x00ff)) 
    { n += 8;  w >>= 8; } 
  if(!(w & 0x000f)) 
    { n += 4;  w >>= 4; } 
  if(!(w & 0x0003)) 
    { n += 2;  w >>= 2; } 
  r = (n+((w+1) & 0x01)); 
  return (w) ? r : 0; 
}

Prover

Proof Counterexample
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The Software Analysis Workbench (SAW)
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■ Extracts models from programs 
■ Supports common languages through JVM, LLVM 
■ Most used for Java and C, works with some Rust, C++, others 

■ Transforms, compares, and proves things about models 
■ Builds on powerful automated reasoning technology 
■ SAT 
■ SMT 
■ Manual rewriting



© 2015 Galois, Inc.‹#› © 2017 Galois, Inc.

Proving FFS Equivalence
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l       <- llvm_load_module "ffs.bc"; 
ffs_ref <- llvm_extract l "ffs1" llvm_pure; 
ffs_imp <- llvm_extract l "ffs2" llvm_pure; 
let thm1 = {{ ffs_ref === ffs_imp }}; 
result  <- time (prove abc thm1); 
print result;

$ saw ffs_llvm.saw 
Loading module Cryptol 
Loading file "ffs_llvm.saw" 
Time: 0.024025s 
Valid

ffs_llvm.saw
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64-bit “Find First Set”
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uint64_t ffs1(uint64_t w) { 
  int cnt, i = 0; 
  if(!w) return 0; 
  for(cnt = 0; cnt < 64; cnt++) 
    if((1 << i++) & w) 
      return i; 
  return 0; 
}

$ saw ffs64_llvm.saw 
Loading module Cryptol 
Loading file "ffs64_llvm.saw" 
Time: 0.02996s 
Invalid: [w = 0x8000000000000000]
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64-bit “Find First Set”
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uint64_t ffs1(uint64_t w) { 
  int cnt, i = 0; 
  if(!w) return 0; 
  for(cnt = 0; cnt < 64; cnt++) 
    if((((uint64_t)1) << i++) & w) 
      return i; 
  return 0; 
}

$ saw ffs64_llvm_fixed.saw 
Loading module Cryptol 
Loading file “ffs64_llvm_fixed.saw" 
Time: 0.053556s 
Valid
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Dealing with Pointers
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void 
swap_xor(uint8_t *x, uint8_t *y) { 
    *x = *x ^ *y; 
    *y = *x ^ *y; 
    *x = *x ^ *y; 
}

let swap_spec = do { 
    x <- fresh_var "x" (llvm_int 8); 
    y <- fresh_var "y" (llvm_int 8); 
    xp <- alloc (llvm_int 8); 
    yp <- alloc (llvm_int 8); 
    points_to xp (term x); 
    points_to yp (term y); 

    execute_func [xp, yp]; 

    points_to xp (term y); 
    points_to yp (term x); 
}; 

load_llvm_module “swap_xor.bc"; 
llvm_verify "swap_xor" [] swap_spec;
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What Makes Crypto Code Tractable?
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■ Short code, typically 

■ Small, fixed input and output sizes 

■ Constrained execution time 

■ Specifications exist

Ultimately, decidable (avoids halting problem)
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Cryptographic Specifications

20
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Cryptol and Specifications
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■ Declarative language tailored to cryptography 
■ Typed functional language with sized vectors 

■ Bit manipulation 
ext : {n} (fin n) => [n] -> [n+1] 
ext(x) = x # zero 

■ Safe addition 
add_safe : {n} (fin n) => ([n],[n]) -> [n+1]; 
add_safe(x,y) = ext x + ext y
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Case Study: OpenSSL AES
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■ Completely automated once specification and 
implementation lined up 

■ Script written primarily by OpenSSL developer 

■ High end of computational cost 
■ Several hours to complete proof 

■ Integrated into fork of OpenSSL repo
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Case Study: Galois ECDSA
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■ In-house implementation of Elliptic Curve Digital 
Signature Algorithm (ECDSA) in Java 

■ Designed for speed and verifiability 
■ Fastest Java implementation we know of 

■ ~4.5KLOC of implementation, ~1.5KLOC proof script 
■ Around 3.5min to verify on this laptop 
■ Discovered a subtle bug 
■ Very similar to the OpenSSL modular reduction one
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The Bug (similar to OpenSSL’s)
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NISTCurve.java (line 964): 

      d = (z[ 0] & LONG_MASK) + of; 
      z[ 0] = (int) d; d >>= 32; 
      d = (z[ 1] & LONG_MASK) - of; 
      z[ 1] = (int) d; d >>= 32; 
      d += (z[ 2] & LONG_MASK);
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NISTCurve.java (line 964): 

      d = (z[ 0] & LONG_MASK) + of; 
      z[ 0] = (int) d; d >>= 32; 
      d += (z[ 1] & LONG_MASK) - of; 
      z[ 1] = (int) d; d >>= 32; 
      d += (z[ 2] & LONG_MASK);

The Bug (like OpenSSL’s)

ABC found bug in 20 seconds. 
Testing found bug after 2 hours 

(8 billion field reductions).

Bug only occurs when this addition overflows. 

Previous code guaranteed that 0 < of < 5
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Case Study: s2n HMAC
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static int s2n_sslv3_mac_init(struct s2n_hmac_state *state,
s2n_hmac_algorithm alg, const void *key,
uint32_t klen)

{
s2n_hash_algorithm hash_alg = S2N_HASH_NONE;

if (alg == S2N_HMAC_SSLv3_MD5) {
hash_alg = S2N_HASH_MD5;

}
if (alg == S2N_HMAC_SSLv3_SHA1) {

hash_alg = S2N_HASH_SHA1;
}

for (int i = 0; i < state->block_size; i++) {
state->xor_pad[i] = 0x36;

}

GUARD(s2n_hash_init(&state->inner_just_key, hash_alg));
GUARD(s2n_hash_update(&state->inner_just_key, key, klen));
GUARD(s2n_hash_update(&state->inner_just_key, state->xor_pad,

state->block_size));

for (int i = 0; i < state->block_size; i++) {
state->xor_pad[i] = 0x5c;

}

GUARD(s2n_hash_init(&state->outer, hash_alg));
GUARD(s2n_hash_update(&state->outer, key, klen));
GUARD(s2n_hash_update(&state->outer, state->xor_pad, state->block_size));

/* Copy inner_just_key to inner */
return s2n_hmac_reset(state);

}

static int s2n_sslv3_mac_digest(struct s2n_hmac_state *state, void *out,
uint32_t size)

{
for (int i = 0; i < state->block_size; i++) {

state->xor_pad[i] = 0x5c;
}

GUARD(s2n_hash_digest(&state->inner, state->digest_pad,
state->digest_size));

memcpy_check(&state->inner, &state->outer, sizeof(state->inner));
GUARD(s2n_hash_update(&state->inner, state->digest_pad,

state->digest_size));

return s2n_hash_digest(&state->inner, out, size);
}

int s2n_hmac_init(struct s2n_hmac_state *state, s2n_hmac_algorithm alg,
const void *key, uint32_t klen)

{
s2n_hash_algorithm hash_alg = S2N_HASH_NONE;
state->currently_in_hash_block = 0;

state->digest_size = 0;
state->block_size = 64;
state->hash_block_size = 64;

switch (alg) {
case S2N_HMAC_NONE:

break;
case S2N_HMAC_SSLv3_MD5:

state->block_size = 48;
/* Fall through ... */

case S2N_HMAC_MD5:
hash_alg = S2N_HASH_MD5;
state->digest_size = MD5_DIGEST_LENGTH;
break;

case S2N_HMAC_SSLv3_SHA1:
state->block_size = 40;
/* Fall through ... */

case S2N_HMAC_SHA1:
hash_alg = S2N_HASH_SHA1;
state->digest_size = SHA_DIGEST_LENGTH;
break;

case S2N_HMAC_SHA224:
hash_alg = S2N_HASH_SHA224;
state->digest_size = SHA224_DIGEST_LENGTH;
break;

case S2N_HMAC_SHA256:
hash_alg = S2N_HASH_SHA256;
state->digest_size = SHA256_DIGEST_LENGTH;
break;

case S2N_HMAC_SHA384:
hash_alg = S2N_HASH_SHA384;
state->digest_size = SHA384_DIGEST_LENGTH;
state->block_size = 128;
state->hash_block_size = 128;
break;

case S2N_HMAC_SHA512:
hash_alg = S2N_HASH_SHA512;
state->digest_size = SHA512_DIGEST_LENGTH;
state->block_size = 128;
state->hash_block_size = 128;
break;

default:
S2N_ERROR(S2N_ERR_HMAC_INVALID_ALGORITHM);

}

gte_check(sizeof(state->xor_pad), state->block_size);
gte_check(sizeof(state->digest_pad), state->digest_size);

state->alg = alg;

if (alg == S2N_HMAC_SSLv3_SHA1 || alg == S2N_HMAC_SSLv3_MD5) {
return s2n_sslv3_mac_init(state, alg, key, klen);

}

GUARD(s2n_hash_init(&state->inner_just_key, hash_alg));
GUARD(s2n_hash_init(&state->outer, hash_alg));

uint32_t copied = klen;
if (klen > state->block_size) {

GUARD(s2n_hash_update(&state->outer, key, klen));
GUARD(s2n_hash_digest(&state->outer, state->digest_pad,

state->digest_size));

memcpy_check(state->xor_pad, state->digest_pad, state->digest_size);
copied = state->digest_size;

} else {
memcpy_check(state->xor_pad, key, klen);

}

for (int i = 0; i < copied; i++) {
state->xor_pad[i] ^= 0x36;

}
for (int i = copied; i < state->block_size; i++) {

state->xor_pad[i] = 0x36;
}

GUARD(s2n_hash_update(&state->inner_just_key, state->xor_pad,
state->block_size));

/* 0x36 xor 0x5c == 0x6a */
for (int i = 0; i < state->block_size; i++) {

state->xor_pad[i] ^= 0x6a;
}

return s2n_hmac_reset(state);
}

int s2n_hmac_update(struct s2n_hmac_state *state, const void *in, uint32_t size)
{

/* Keep track of how much of the current hash block is full
     *
     * Why the 4294949760 constant in this code? 4294949760 is the
     * highest 32-bit value that is congruent to 0 modulo all of our
     * HMAC block sizes, that is also at least 16k smaller than 2^32. It
     * therefore has no effect on the mathematical result, and no valid
     * record size can cause it to overflow.
     *
     * The value was found with the following python code;
     *
     * x = (2 ** 32) - (2 ** 14)
     * while True:
     *   if x % 40 | x % 48 | x % 64 | x % 128 == 0:
     *     break
     *   x -= 1
     * print x
     *
     * What it does do however is ensure that the mod operation takes a
     * constant number of instruction cycles, regardless of the size of
     * the input. On some platforms, including Intel, the operation can
     * take a smaller number of cycles if the input is "small".
     */

state->currently_in_hash_block += (4294949760 + size) % state->hash_block_size;
state->currently_in_hash_block %= state->block_size;

return s2n_hash_update(&state->inner, in, size);
}

int s2n_hmac_digest(struct s2n_hmac_state *state, void *out, uint32_t size)
{

if (state->alg == S2N_HMAC_SSLv3_SHA1 || state->alg == S2N_HMAC_SSLv3_MD5) {
return s2n_sslv3_mac_digest(state, out, size);

}

GUARD(s2n_hash_digest(&state->inner, state->digest_pad,
state->digest_size));

GUARD(s2n_hash_reset(&state->outer));
GUARD(s2n_hash_update(&state->outer, state->xor_pad, state->block_size));
GUARD(s2n_hash_update(&state->outer, state->digest_pad,

state->digest_size));

return s2n_hash_digest(&state->outer, out, size);
}

int s2n_hmac_reset(struct s2n_hmac_state *state)
{

state->currently_in_hash_block = 0;
memcpy_check(&state->inner, &state->inner_just_key, sizeof(state->inner));

return 0;
}

■ Amazon’s TLS implementation 
■ Various cryptographic algorithms, 

including HMAC 

HMAC (K, text) = H((K0 ^ opad) # H((K0 ^ ipad) # text)) 
  where 
    K0 = kinit K 
    ipad = repeat 0x36 
    opad = repeat 0x5C 
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HMAC Structure
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■ Specification is a single function 
■ Processes whole message at once 

■ Implementation is incremental 
■ Processes message in chunks, as available
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Verification Approach for s2n HMAC
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■ Transitive verification

■ Each stage automatically proved 
■ Integrated into Travis CI system 
■ Code changes re-verified on every commit
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The Future of SAW’s Approach
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■ Not just cryptographic code. Some early success: 
■ Serialization and deserialization 
■ DSP 

■ Fewer constraints. Have design concepts for: 
■ Unbounded loops 
■ Non-fixed heaps 
■ Easier compositional reasoning
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Wrapping Up
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■ Software is a mathematical artifact 
■ Conclusive proofs about its behavior are possible 
■ SAW partly automates this in an open source tool 
■ Particularly effective for cryptographic code 
■ Broader applications likely in the future
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Resources
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■ Contact me 
■ Aaron Tomb <atomb@galois.com> 

■ SAW is freely available and open source 
■ http://saw.galois.com 
■ https://github.com/GaloisInc/saw-script 

■ Cryptol is freely available and open source 
■ http://cryptol.net 
■ https://github.com/GaloisInc/cryptol 

■ HMAC Verification 
■ https://galois.com/blog/2016/09/verifying-s2n-hmac-with-saw/
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