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Building	Reliability	In	An	
Unreliable	World



GameSparks
Who?

Backend-as-a-Service	provider	for	game	developers

What?

All	the	server-side	functionality	a	game	needs

I	see….





Failure	– what	is	it?
“Failure	is	the	state	or	condition	of	not	meeting	a	desirable	or	intended	
objective,	and	may	be	viewed	as	the	opposite	of	success”
https://en.wikipedia.org/wiki/Failure

Something	that	impacts	customers

Something	that	impacts	our	service

Something	that	impacts	our	business



Failure	– what	causes	it?

Provider	issues
The	Internet
Customers	J

Sudden	change	in	load
Bad	code
Bad	data	model

Attacks
Noisy	neighbours

“Strangers”
“Family”

Human	error



Failure	– how	to	protect	against	it

Expect	failure	at	every	turn!

Stuff	breaks	– in	ways	you	never	imagine

People	do	dumb	stuff



Minimise	the	Failure	Domain

“section	of	a	network	that	is	negatively	effected	when	a	critical	device	
or	network	service	experiences	problems”
“Smaller	failure	domains	reduce	the	risk	of	disruption	over	a	large	
section	of	a	network,	and	eases	the	troubleshooting	process.”
https://en.wikipedia.org/wiki/Failure_domain

GameSparks Failure	Domains
Platform	Component
Component	Deployment
Game
Technology	Component



(Very)	High-Level	Architecture







Websockets
The	Good

Reduced	handshake	overhead
Minimal	headers
Asynchronous	messaging
No	polling

The	Bad
Load	balancing!

The	Ugly
The	Internet!



GSAndroidPlatform.initialise(this,	"YOUR	KEY",	"YOUR	SECRET",	false,	true);

wss://2954887SkD11-preview.ws.gamesparks.net/ws/debug-web/2954887SkD11



Workload	segregation



Auto	Scaling	and	Healing
We	wrote	our	own	auto-scaler	– eek!

Metric	driven
CPU
Heap	usage
Garbage	Collection
Current	Connections
Arrival	Rate
Throughput

Prediction	via	scikit-learn	Python	module



Durable	requests

Some	requests	don’t	matter,	but	some	really	do

Request	failure	– why	does	it	happen?
Error	processing	the	request
Network	failure	between	client	and	server
Network	failure	between	server	and	client

request.setDurable(true);





Resource	Management	– code

for (;;) {}

Instrumentation
Execution	time
Statement	count
Bytecode	instructions

var ms =	getRemainingMilliseconds()



com.sun.management.ThreadMXBean



Resource	Management	– data

Data	persistence	+	flexibility	= danger!

Issues	we	see	with	data	persisted	in	MongoDB:
Unindexed	data
Low	cardinality	data
Poor	data	models
Inefficient	access
Full	updates
Query	Repetition



MongoDB	Auto-indexing
try	{	Spark.runtimeCollection("map").dropIndex({"userId":	1,	"Building.Id":	1});	}	catch	(e)	{	}
try	{	Spark.runtimeCollection("map").dropIndex({"X":	1,	"Y":	1});	}	catch	(e)	{	}
try	{	Spark.runtimeCollection("map").dropIndex({"userId":	1,	"Building.UniqId":	1});	}	catch	(e)	{	}
try	{	Spark.runtimeCollection("map").dropIndex({"userId":	1});	}	catch	(e)	{	}
try	{	Spark.runtimeCollection("map").dropIndex({"Path":	1});	}	catch	(e)	{	}
try	{	Spark.runtimeCollection("map").dropIndex({"X":	1,	"Y":	1,	"Path":	1});	}	catch	(e)	{	}
try	{	Spark.runtimeCollection("map").dropIndex({"X":	1,	"Y":	1,	"Path":	1,	"Rubble"	:	1});	}	catch	(e)	{	}
try	{	Spark.runtimeCollection("map").dropIndex({"Rubble":	1});	}	catch	(e)	{	}
try	{	Spark.runtimeCollection("map").dropIndex({"Pit":	1});	}	catch	(e)	{	}
try	{	Spark.runtimeCollection("map").dropIndex({"userId":	1,	"X":	1,	"Y":	1});	}	catch	(e)	{	}
Spark.runtimeCollection("map").ensureIndex({"userId":	1,	"X"	:	1,	"Y"	:	1,	"Building.Id":	1,	"Building.EndConstructionTime"	:	1});
Spark.runtimeCollection("map").ensureIndex({"userId":	1,	"X"	:	1,	"Y"	:	1,	"Building.EndConstructionTime"	:	1});
Spark.runtimeCollection("map").ensureIndex({"userId":	1,	"X"	:	1,	"Y"	:	1,	"Building.Expedition.EndExpeditionTime":	1});
Spark.runtimeCollection("map").ensureIndex({"userId":	1,		"Building.Id":	1,	"Building.Level":	1});
Spark.runtimeCollection("map").ensureIndex({"userId":	1,		"Building.UniqId":	1});
Spark.runtimeCollection("map").ensureIndex({"userId":	1,		"Pit.StartCollectingTime"	:	1,	"Pit.EndCollectingTime"	:	1});
Spark.runtimeCollection("map").ensureIndex({"userId":	1,	"X"	:	1,	"Y"	:	1,	"Path":	1,	"Building":	1,	"Rubble":	1,	"Pit":	1});





{
"_id" : ObjectId("58a6cf1effdbd06e93fb71bd"),
"collection" : "script.jsTestRuntime",
"query" : {

"fieldA" : "?",
"fieldB" : "?",
"numericValue" : "?”

},
"lastOccurrence" : ISODate("2017-02-22T17:09:21.041Z"),
"lastExample" : {

"query" : {
"fieldA" : "fieldA_1",
"fieldB" : "fieldB_1",
"numericValue" : 1

}
},
"occurrences" : {

"2017-02-17" : {
"update" : {

"count" : 28,
"time" : NumberLong(147)

},
"findOne" : {

"count" : 7,
"time" : NumberLong(34)

},
"count" : {

"count" : 7,
"time" : NumberLong(7)

}
}

}
} 

The	collection	being	queried

The	query	itself	(plus	projections	and	sorts)

Example	variables

Types	of	query	and	counts





{"fieldA": "fieldA_1", "fieldB": "fieldB_1", "numericValue": 1}

Index: {"fieldA”: 1, "fieldB": 1, "numericValue": 1}

-----------------------------------------------------------------

{"fieldA": "fieldA_1", "fieldB": "fieldB_1"}

Index: {"fieldA”: 1, "fieldB": 1}

-----------------------------------------------------------------

{"fieldA": "fieldA_1"}

Index: {"fieldA”: 1}





Partial	updates

var myRuntimeCollection =	Spark.runtimeCollection('runtimetest');

var results	=	myRuntimeCollection.findOne({“_id”:	“abc123”});

<<do	something>>

var success	=	myRuntimeCollection.update({”_id"	:	”abc123"},	results);

<<do	something>>

var success	=	myRuntimeCollection.update({”_id"	:	”abc123"},	results);



Execute	update
Is	the	

document	>	
xKB?

Perform	full	
update

Read	document
by	_id

Perform	diff Perform	partial
update

No

Yes



Resource	tracking

Track	the	resource	usage	of	every	request

Identify	hotspots	and	high	consumers

Highlight	anomalies

Track	performance	trends



"metrics": {
"redisTimePlatformTotal": 0,
"redisCountPlatformTotal": 0,
"redisTimeScriptTotal": 2,
"redisCountScriptTotal": 8,
"mongoTimePlatform": {},
"mongoCountPlatform": {},
"mongoTimePlatformTotal": 0,
"mongoCountPlatformTotal": 0,
"mongoTimeScript": {

"find": {
"script.Matches": 0,
"script.FieldPlayers": 0,
"script.ScheduleActions": 0

},
"findOne": {

"script.MatchSnapShot": 1,
"scriptObjectCache": 0,
"script.Sponsoring": 0,
"script.Clubs": 4,
"script.AchievementTracker": 0,
"script.Leagues": 0,
"player": 0

},
"save": {

"scriptObjectCache": 0,
"script.AchievementTracker": 1,
"script.ScheduleActions": 2

},
"count": {

"script.Matches": 1
},
"update": {

"script.ClubLeagueStatistics": 2,
"script.Leagues": 0,
"script.SquadDynamic": 2

},
"remove": {

"scriptObjectCache": 0,
"script.ScheduleActions": 1

}, 

"findAndModify": {
"script.Matches": 1,
"script.AchievementTracker": 0,
"script.ScheduleActions": 1

}
},
"mongoCountScript": {

"find": {
"script.Matches": 1,
"script.FieldPlayers": 1,
"script.ScheduleActions": 1

},
"findOne": {

"script.MatchSnapShot": 1,
"scriptObjectCache": 1,
"script.Sponsoring": 3,
"script.Clubs": 14,
"script.AchievementTracker": 3,
"script.Leagues": 1,
"player": 1

},
"save": {

"scriptObjectCache": 1,
"script.AchievementTracker": 1,
"script.ScheduleActions": 7

},
"count": {

"script.Matches": 2
},
"update": {

"script.ClubLeagueStatistics": 5,
"script.Leagues": 1,
"script.SquadDynamic": 2

},
"remove": {

"scriptObjectCache": 2,
"script.ScheduleActions": 1

},
"findAndModify": {

"script.Matches": 1,
"script.AchievementTracker": 1,
"script.ScheduleActions": 1

}
},
"mongoTimeTotalScript": 16,
"mongoCountTotalScript": 52

} 





Learnings

Minimise the	Failure	Domain

Give	the	benefit	of	the	doubt

Think	of	the	worst	case	scenario

Measure	as	much	as	you	can



Questions?

greg.murphy@gamesparks.com


